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Abstract

Background: The predominant implementation paradigm of electronic health record (EHR) systemsin low- and middle-income
countries (LMICs) relies on standalone system installations at facilities. This implementation approach exacerbates the digital
divide, with facilities in areas with inadequate electrical and network infrastructure often left behind. Mobile health (mHealth)
technologies have been implemented to extend the reach of digital health, but these systems largely add to the problem of siloed
patient data, with few seamlessly interoperating with the EHR systems that are now scaled nationally in many LMICs. Robust
mHealth applications that effectively extend EHR systems are needed to improve access, improve quality of care, and ameliorate
thedigital divide.

Objective: We report on the development and scaled implementation of mUzima, an mHealth extension of the most broadly
deployed EHR system in LMICs (OpenMRS).

Methods: The “Guidelines for reporting of health interventions using mobile phones: mobile (mHesalth) evidence reporting
assessment (MERA)” checklist was employed to report on the mUzima application. The World Health Organization (WHO)
Principles for Digital Development framework was used as a secondary reference framework. Details of mUzima’'s architecture,
corefeatures, functionalities, and itsimplementation status are provided to highlight elementsthat can be adapted in other systems.

Results: mUzima isan open-source, highly configurable Android application with robust featuresincluding offline management,
deduplication, relationship management, security, cohort management, and error resolution, among many others. mUzima allows
providers with lower-end Android smartphones (version 4.4 and above) who work remotely to access historical patient data,
collect new data, view media, leverage decision support, conduct store-and-forward tel econsultation, and geolocate clients. The
application issupported by an active community of developersand users, with feature priorities vetted by the community. mUzima
has been implemented nationally in Kenya, is widely used in Rwanda, and is gaining scale in Uganda and Mozambique. It is
disease-agnostic, with current use cases in HIV, cancer, chronic disease, and COV1D-19 management, among other conditions.
mUzma meets all WHO's Principles of Digital Development, and its scaled implementation success has led to its recognition as
adigital global public good and its listing in the WHO Digital Health Atlas.

Conclusions: Greater emphasis should be placed on mHealth applications that robustly extend reach of EHR systems within
resource-limited settings, as opposed to siloed mHealth applications. Thisis particularly important given that health information
exchange infrastructure is yet to mature in many LMICs. The mUzma application demonstrates how this can be done at scale,
as evidenced by its adoption across multiple countries and for numerous care domains.
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Introduction

Background

Low- and middle-income countries (LMICs) have, over thelast
decade, seen an exponential increase in the adoption of digital
health solutions. Among the systems being actively implemented
in these settings are electronic health record (EHR) systems.
These are deployed to largely replace or supplement existing
paper-based records, with the aims of improving quality of
patient care and supporting the monitoring and evaluation of
programs [1-3]. Several LMICs have gone beyond initial pilot
EHR system implementations to large-scale rollout of these
systems in government-run public facilities. Countries like
Kenya, Uganda, Nigeria, and Mozambique now run nationally
endorsed EHR systems that are deployed in hundreds to
thousands of public health facilities across each country [4-7].

In most LMICs, national-level EHR system initiatives have
largely been driven by the need to support HIV care and
treatment, with significant funding coming from donor
organizations such as the U.S. President’s Emergency Plan for
AIDSRelief. EHR systemstargeting HIV carelargely focuson
the HIV care continuum, which emphasizes (1) finding patients
who are HIV-positive (through active screening approaches),
(2) linking HIV-positive patients to care, (3) ensuring that
patients are on appropriate treatment, and (4) actively following
patients to retain them in care [8-10]. The continuum of care
paradigm is widely applicable for numerous other chronic
diseases and is employed within other EHR systems to support
longitudinal carein LMICs.

Approachesand Gapsin HIV EHR System
Implementations Within LMICs

There are several core functionalities needed within EHR
systems to support longitudinal care, key among them being
the abilities to register patients, review historical patient
information, and collect new data on patients. Features such as
computerized decision support, order entry capabilities, and
electronic prescribing are often incorporated at varying levels
[11]. In many settings, retrospective entry of data is still
employed, though efforts are underway to increase use of EHR
systems at the point of care [12]. Point-of-care EHR systems
still face the challenges of inadequate infrastructure, unreliable
system uptime, cost, busy care settings, and provider discomfort
with real-time entry of datawhile caring for patients.

The most widely employed modality of EHR system
implementation in LMICs involves standalone EHR system
implementations at individual facilities [13]. This
implementation model entailsinstallation of alocal server, local
area network, and end user terminals. The model relies on a
dependable electrical supply and readily available information
technology personnel [14]. Unfortunately, these infrastructure
and personnel requirements are prohibitive in many LMIC
settings, particularly in remote areas—exacerbating the “ digital
divide” Facilities in areas with limited power, internet
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connectivity, and technical support are thus less likely to
implement EHR systems [15]. Further, population health
programsand community-based care services occurring outside
of carefacilities, such home-based HIV screening, testing, and
patient tracing, are often poorly supported when accessto EHR
systemsis limited to facilities.

To address some of the challenges and gapswith tethered EHRS
that can only be accessed from within facilities, mobile health
(mHealth) solutions are increasingly being adopted in LMICs
[16,17]. Ideally, these mHealth systems should exchange data
with the predominant EHR system, but a majority do not [18].
Instead, most mHealth systems often collect and transmit data
to their own independent repositories that are separate from
facility-based EHR systems—adding to the problem of siloed
information for patients spread across multiple systems [19].
In the absence of interoperability with facility-based EHR
systems, mHealth solutions cannot receive and display
comprehensive historical patient and treatment information that
are stored in the separate EHR systems, adversely affecting
quality of care. Even when mHealth systems are able to share
data with facility-based EHR systems, there is often lack of
robust deduplication approachesfor patient data, causing further
challenges. Other common challenges observed with attempts
to synergize mHealth solutionswith facility-based EHR systems
include (1) alack of robust mechanisms to generate subsets of
patientsfrom EHR systemsto be availed on mobile devicesthat
have limited data storage capacities;, (2) inefficient data
synchronization, with mHesalth applications requiring acomplete
wiping of existing data prior to new updates, resulting in
increased expensesfrom use of paid internet dataknown asdata
bundles; (3) suboptimal mechanisms for updating or adding
new forms, with some mHealth solutions requiring a new
version of the application to be installed every time new forms
are deployed; and (4) inability to handle forgotten log-in
credentials that are aligned with EHR system credentials when
providers are off-site.

With renewed emphasis on reaching the “last digital mile” while
ensuring health information exchange with existing EHR
systems, mHealth solutions are needed that can seamlessly
interoperate with existing EHR systems in LMICs. This
exchange is needed even in settings where health information
exchange infrastructure is yet to mature [20]. In this paper, we
present one such mobile application, mUzima [21], a
UNICEF-recognized digital globa public good [22], as a
demonstration of a successful extension of existing
national-level EHR systemsin several LMICs, with the aim of
increasing access and reach of digital technologiesfor providers
and patients. We report on mUzima’sfeatures and functionality,
guided by the mHealth Evidence Reporting and Assessment
(mERA) guidelines [23] and referencing the World Health
Organization (WHO) Principles for Digital Development
framework [24] where relevant. We also provide real-world
examples of how the mUzima application has been scaled to
support care across several countries and disease domains.
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Methods

The “Guidelines for reporting of health interventions using
mobile phones: mobile (mHealth) evidence reporting assessment
(mERA)” checklist was developed by the WHO mHealth
Technical Evidence Review group to improve
comprehensiveness and standardi zation of reporting of mHealth
interventions [23]. The guidelines ensure that the reporting
covers the (1) content of the mHealth intervention, (2) context
within which the mHealth intervention isimplemented, and (3)
technical features of the intervention. These 3 components are
encapsulated in the mERA checklist of 16 elements, namely (1)
infrastructure (population level), (2) technology platform, (3)
interoperability/health information system (HIS) context, (4)
intervention  delivery, (5) intervention content, (6)
usability/content testing, (7) user feedback, (8) access of
individual participants, (9) cost assessment, (10) adoption
inputs/program entry, (11) limitationsfor delivery at scale, (12)
contextual adaptability, (13) replicability, (14) data security,
(15) compliance with national guidelinesor regulatory statutes,
and (16) fidelity of the intervention.

This paper describes in detail each element of the mERA
checklist as relevant to the mUzima application. Special
emphasis is placed on the technology platform (item #2) to
highlight choices made and features of the application that can
serve as a technical reference for readers. As the mUzima
application is developed for a globa context, additional
considerations need to be given to its applicability in LMICs.
To this end, we also integrate components of the Principles of
Digital Development by the WHO, using this framework to
further elucidate the variousitemsin the mERA checklist [24].
The Principles are “designed to help integrate best practices
into technol ogy-enabled programs...and are derived from lessons
learned through the use of information and communication
technologies (ICTs) in development projects’ [24]. The 9
principles include (1) design with the user; (2) understand the
existing ecosystem; (3) design for scale; (4) build for
sustainability; (5) be data driven; (6) use open standards, open
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data, open source, and open innovation; (7) reuse and improve;
(8) address privacy and security; and (9) be collaborative.
Reference to these principles extends the relevance of the
reported work to the larger LMIC and global context.

Results

‘Uzima’ is a Swahili word that means “life”—hence mUzima’s
slogan “Mobile for Life” [21]. It is a provider-facing mHealth
application for use by health care workersfor direct patient care.
mUzma has particular relevance to providers working outside
of care facilities and those with unreliable connection to the
EHR system. In the following sections, we provide details of
the mUzima application in line with 16 mERA checklist items.

Item 1: Infrastructure

mUzima is a robust and adaptable Android-based mHealth
platform that can seamlessly interoperate with the OpenMRS
EHR system (Figure 1) [25,26]. The OpenMRS EHR system
was chosen for the mHealth extension, asit isthe most widely
endorsed EHR system for national use by Ministries of Health
(MoHs) acrossnumerousLMICs. OpenMRSiscurrently in use
in over 40 countries, with national deployments for HIV and
tuberculosis carein Kenya, Mozambique, Nigeria, and Uganda,
among others [27]. The hardware requirements for mUzima
include an Android smartphone device and an OpenMRS EHR
system instance. In Africa, over 85% of smartphones use the
Android operating system [28]. mUz ma was devel oped to work
with Android versions 4.4 and above, as low-end Android
smartphones predominatein LMICs. mUzma hasrobust offline
functionality to address limited internet connectivity in many
LMICs, alowing for health providersusing mUzimato carefor
patients even when disconnected from the EHR system server.
These infrastructure considerations aign with the Digital
Development Principles of “Understanding the Existing
Ecosystem” by recognizing that power and internet connectivity
challengesexistinthe LMIC settingswhere mUzimaisintended
for use and that low-end Android smartphones predominate in
these settings.

Figure 1. Interaction between mUzma and the OpenM RS electronic health record (EHR) system.
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Item 2: Technology Platform
Overview

mUzma was developed as an open-source application under
theMozillaPublic License 2.0 license[29]. The application has
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amodular architecturethat lendsit astrength of simplicity while
ensuring full functionalities of the installed modules. mUzima
uses a stacked framework consisting largely of 3 layers (Figure
2), namely the (1) Search Application Programming Interface
(API), (2) mUzima API, and (3) mUzima Android.

Figure 2. Architecture of the mUzima mobile health (mHealth) application. API: application programming interface; REST: representational state

transfer.
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The Search API provides encrypted data storage based on a
robust and flexible data model. This APl utilizes Lucene, a
Java-based, open-source, searching enginelibrary, for indexing
and searching [30]. Within the Search API are the service layer
and a dependency injection layer using Guice [31] and the
Indexer document repository [32]. Connection between mUzima
and the EHR system server occurs using arepresentational state
transfer (REST) API [33].

The mUzima API includes the business logic layer of the
platform, exposing the underlying L ucene repository to arobust
front-end application (mMUzima Android) while hiding the
complexity of the underlying repository to the developer. This
layer can be easily used to expose the mUzima data model to
any system integrating with mUzima.

mUzima Android is the Android application package (APK)
with which users interact, oblivious of the other 2 underlying
stack layers. mUzima Android supports user interface activities
and uses the underlying mUzima API to store and retrieve data
resources from the phone’s local repository and to upload and
download data from the remote EHR system server. The APK
is structured into the following main components: (1) models
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comprised of objects that encapsulate data and logic for
resources specific to Android. Some of the objects extend
mUzima APl models and add logic specific to usage in the
Android application and (2) controllersfor each type of resource.
The controllers act as coordinators within the Android app and
between the Android app and mUzima API. Controllers are
commonly used to request various actions related to objects,
such as sending to storage, retrieval from storage, searching,
counting, uploading, and downloading; (3) services, which
are componentsused to handle requests for repetitive and
potentialy long-running operations; and (4) views, which are
the implementation of the mUzima user interface.

mUzima Server-Side Module

mUz ma has a server-side modul e created within the OpenM RS
EHR system that has REST endpoints enabling linkage of
OpenM RS instances to the mUz ma mobile application (Figure
3 and Multimedia Appendix 1). Key features of the mUzima
server-side moduleinclude (1) the set-up configuration and (2)
error resol ution mechanisms. The server-side setup configuration
features are used to define care programs. To thisend, the setup
configuration has provisionsfor defining patient listsor cohorts,
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forms, historical data, providers, and locations to be included
in each care program (Multimedia Appendix 1). The server side
also offers the ability to define multiple settings that will be
applied onto all MUz ma instances on mobile devices, removing
the labor-intensive need of having to configure individual
settings within each mobile device. The error resolution
mechanism on the server side allows nondevel opers to manage
forms submitted to the server that areidentified as having errors
(Multimedia Appendix 2). Errors are typically encountered
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when information on clientsregistered offline are synchronized
onto the server and are found to be duplicates once
patient-matching is run on the server. The ability to resolve
errors on submitted data without the need for programming
expertise or access to the server's backend makes mUzima
highly usable and scalablein remotefacilities, which often lack
personnel to offer advanced technical support. The error
resolution module also handles queuing and processing of data
submitted into OpenMRS from mUzma.

Figure 3. Components of the mUzima server-side module.
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mUzima Mobile Application

Access to the mUzma mobile application requires a username
and password, which areinitially authenticated against the EHR
system. This access times out automatically if the user isidle
for a predefined period of time. Once logged in, users have
accessto the mUzima mHealth application landing page, which
can be defaulted to display key menu options of cohorts, forms,
clients, and notifications (Figure 4A). Alternatively, the landing
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page can be configured to display lists of clients available on
the device (Figure 4B). mUzima users are able to find clients
by scrolling through the client list, by searching vianames and
IDs, or by using the barcode scanning feature. Partial matching
of names is available against both the local Lucene-based
database that providesfast search capabilities[28] and thelinked
OpenMRS instance via its RESTful API. Further details of
specific mUzima features are outlined in the Item 4 and Item 5
sections that follow.
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Figure 4. mUzima features: (A) menu options, (B) client list, (C) options under client, (D) historical data, (E) form entry with decision support, (F)

geolocation.
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Item 3: Interoperability and Health Information
System (HIS) Context

mUzma serves as an HIS for collecting primary health data,
which are then exchanged with the associated EHR system.
Health information exchange between mUzima and OpenMRS
is achieved through use of the same concept dictionary terms,
locations, providers, and patient identifiers that are common
between the 2 systems. The REST API is used to connect
mUzma to OpenMRS for bidirectiona data exchange (Figure
1) [33]. Thismultifaceted approach for direct system-to-system
exchange has been adopted to overcome the lagging
implementation of robust hedlth information exchange mediators
and mechanismsin many LMICs. Tofacilitate futureintegration
and health information exchange with other systems, several
fast health careinteroperability resources (FHIR) such as patient,
provider, and observation FHIR are being developed for mUzima
[34].

Item 4: Intervention Delivery

The WHO, in its “Recommendations on digital interventions
for health system strengthening,” strongly advocates that
“recommended interventions should be accessible via mobile
devices at a minimum” [35]. mUzima is primarily for use by
health providers through smartphones that are often owned by
the care program. Access to mUzima is on-demand when the
provider logsin with therelevant credentials. The providersuse
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mUz ma to access cohorts and historical data on patients under
their care, aswell asto capture new data on patients. Significant
time and effort were expended to ensure that mUzima can
auto-update changesin cohort membership, forms, and historical
data elements (ie, managing delta), without the need to
re-download data that had previously been downloaded onto
the mobile device. This allows for seamless update of content
to the mobile device through mUzima's synchronization
mechanism with OpenMRS.

Item 5: Intervention Content

Over haf of the recommended digital interventionsby the WHO
pertain to mobile-based EHR solutions and include “digital
tracking of clients’ health status combined with decision support;
targeted client communication; digital provision of educational
and training content to health workers; provider-to-provider
telemedicine; and client-to-provider telemedicine” [35]. mUzZima
satisfies al of the WHO mobile-based EHR system
recommendations. Core features currently available within the
mUzma application are described in the following sections.

Cohort Management

Given limitations on storage size within mobile devices,
approaches are needed that limit the amount of data downloaded
onto devices. This means downloading only the rel evant subset
of patients and their corresponding data to the mobile device.
mUz ma features the ability to define cohorts of patients using
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SQL. Cohorts can be as simple as a list of individuals with a
particular disease (eg, diabetes) or can be more complicated,
such as “diabetic patients with kidney disease plus poorly
controlled blood sugar and who are noncompliant with their
medications” mUzima has functionality that allows for
membership within acohort to remain “static” (ie, never change
after the initial run) or to be dynamic (allowing for automatic
addition or removal of members over time, based on whether
they still meet the cohort criteria).

Programs

A program within mUzima is used to consolidate all featuresin
the mHealth application that are needed to take care of agroup
of patients. Programs can be disease-specific or based on
cohorts. mUzima providesthe ability to configure all detailsfor
programs using the set-up configuration feature on the server
side (see the mUzima Server-Side Module section). Programs
contain (1) lists of clients from one or more cohorts, (2) details
of relevant historical data elements to be downloaded onto the
device for these clients, (3) program-specific forms to be
completed for clients, (4) an optional list of locations and
providers that serve the program, and (5) settings that can be
predefined for end users. Program functionality enablesmUzma
to be highly configurable and disease-agnostic, allowing the
application to serve multiple clinical scenarios and domains.
Further, programs integrate workflow features, such as
sequential filling of forms, to support care processes. The ability
to easily configure elements for programs ensures needed
optimization of mobile device setup and al so reduces the cost
and time of data transmission and downloads.

Historical Data

Through its connection with an EHR system, mUzma has the
ability to download a subset of historical data on patients that
are predefined as part of a program. Beyond program-defined
historical data to be downloaded, users of the mUzima
application have the option to include additional historical data
or remove any or all of the predefined historical data, based on
their individual preferences. The historical data downloaded
through mUzima can come from any source that saves data to
the EHR system, including laboratory and pharmacy systems,
ensuring that providers using mUzma have the completeclinical
picture of a patient’'s data. This contrasts with numerous
mHealth applicationsthat only display historical dataoriginally
collected through that application and not from any other sources
or those that are used as simple data collection tools, with no
ability to display any historical information. Within mUzma,
the historical data can be viewed by data type, date, or clinical
encounter type (Figure 4D).

Data Capture Mechanisms

mUzma allowsflexibility in data collection, with forms created
to capture elements based on the same concept dictionary terms
and other patient attributes (eg, demographics) shared with the
EHR system. HTML5 is used to describe each form, enabling
form devel opment with little programming experience. mUzima
forms can accommodate all data types, such as text, numeric,
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float, Boolean, and dates, and can support numerous media
types. The application can also captureindividual dataelements
(eg, individual test results), without relying on a form. As
needed, mUzima forms can incorporate data validation,
branching logic, rule-based decision support, and multimedia
items (Figure 4E). Data captured within forms can be saved as
complete or as draft for future completion. A configurable
autosave feature al so existsto ensure that data collected in forms
are not inadvertently lost.

Forms are automatically downloaded into the mobile application
based on their inclusion within a program, but mobile device
users can easily add or removeindividual formsasper theuser’s
preferences. With mUzima, there is no need to install a new
version of the application every time new forms or form updates
are available. Further, the mUzima form update mechanism is
optimized to ensure that no data collected in older formswithin
the mobile application are lost during the form update process.

Registration and Patient Matching

Registration forms within mUzima rely on the form features.
Prior to registering any new client, the application runs a
probabilistic patient-matching a gorithm to ensure that duplicate
patients are not created. When no patient matches are found on
the mobile device, mUzima runs a match against the server if
there is connectivity. In settings where the device is offline and
new individuals still need to be registered offline, the mUzima
server-side modul e provides functionality to first match the new
registration against existing EHR records once the registration
information is uploaded to the server. If duplicates are found,
functionality exists to merge the patient’s records.

Geolocation Services

Patient tracing is a core component of community-based care,
especially in areaswithout reliable address systems. Geolocation
functionality within mUzma can help in finding patientswithin
communities (Figure 4G). mUzima provides the ability to add
and edit the GPS locations for individuals and employs
navigation functionality to help locate patients. Functionality
also existsto automatically capture thelocation where aclinical
form is completed, should the program decide to enable this
feature.

Relationship Support

The relationships feature captures the nature of relationships of
various individual s with the reference client. Relationships are
particularly relevant for contact tracing in the age of COVID-19
and for HIV index case testing services. In both cases,
individuals related to or who have contact with the index case
need to be traced for testing and follow-up. mUzima supports
capturing information on the nature of the relationship between
2 individuals and collection of data on the related individual
(Multimedia Appendix 3).

Table 1 summarizeskey features within the mUzima application,
highlighting often-overlooked elements in developing
configurable and scalable mHealth applications for use in
LMICs[36].
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Table 1. mUzima features.
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Feature

Description

EHR? system compatibility

Security

Multiple use cases

Data collection tools

Offline capabilities

Error resolution

Form management

Cohort management

Multiple languages

Multiple themes

Relationships

mUzima was designed to be the mHedlth® extension to a argely deployed EHR system (OpenMRS) to prevent siloed
data collected within mUzima. OpenMRS is deployed nationally in several countries.

Security featuresin mUz mainclude password-based log-in, data encryption, secure datatransmission, timed user logouts,
and a password-changing mechanism within limited connectivity settings.

mUzima is easily customizable to support any clinical use case, both within and outside of clinical facilities.

mUzima uses easy-to-devel op, web-based forms to collect data (including by providers off-site) that are securely
transmitted and stored in an EHR system, as opposed to a siloed server

mUzma functions smoothly in both online and offline modes. This allows for data collection and review, even when
the mobile deviceis offline.

mUzima prevents duplicate form data entry on mobile devices and resolves errors in the EHR system during data pro-
cessing.

mUzima enables easy download and update of new forms onto the app without the need to re-install or restart the app.
Form default text sizes are configurable, with the ability to magnify forms during use.

mUzima allows for the management of different patient or client groups on a mobile device.

mUzima provides localization support for usein various languages. The full applicationis aso currently availablein 6
languages: English, Portuguese, French, Swahili, Gujarati, and Hindi.

mUzima is shipped on 2 themes as of v2.5.0, including adark theme (white on black) and light theme (black on white)

In the health care space, arelationship is used to pair or associate 2 people whose care may be interlinked. mUzima

supports recording of relationships (Multimedia Appendix 3).

Geomapping
clients (Multimedia Appendix 4).

Clinical summary or ab-
stracts

mUzima can easily capture and record patient GPS coordinates and provides navigation services to support tracing of

mUzima utilizes the OpenMRS Reporting Module to design and generate HTML reports that are then rendered on the
app, providing comprehensive abstracts for each patient (Multimedia Appendix 4).

8EHR: electronic health record.
bmHealth: mobile health.

Items 6: Usability and Content Testing

In line with the Digital Development Principles of “Building
for Sustainability” and “Be Collaborative,” mUzima relies on
a community of developers and implementers for content and
user acceptance testing. As of February 2021, the mUzima
community had 112 members, with a total of 31 unique
contributorsto the mUz ma codebase. Thiscommunity has made
over 3800 contributions or commits to the codebase. Over 250
individuals have used, contributed, or reviewed mUzima
documentation through mUzima’sWiki platform [37], and more
than 190 have contributed in the mUzima discussion forums
[38]. The community is made up of stakeholders supported
through various funded projects and agencies.

User testing for mUzima is conducted by a core team, as well
as by community members prior to any mUzima release. Each
feature in an mUzima release is documented as a JIRA ticket
[39,40]. These tickets are used to track testing findings, with
changes made based on feedback received. Final acceptance
testing is conducted prior to deploying a new version of the
application. Multimedia Appendix 5 provides a screenshot of
releasetesting for aticket in mUzima version 2.7.0, with details
of testing status for each ticket in this version shared in a
publicly available release plan [40].

https://www.jmir.org/2021/12/e26381

Item 7: User Feedback

A user-centered design approach is employed in developing
core mUzima functionality and features and in adapting the
application for various use cases. An engaged Implementer
Community provides suggestions for features, as well as
feedback on developed application components and content.
Thisfeedback isprimarily gathered viaweekly community calls
and through the mUzima forum [38]. Additional user inputsare
gathered through reviews of the application using the feedback
mechanism in Google Play Store, where mUzma hasthousands
of downloads and a 5-star rating [41].

Item 8: Access by Individual Participants

mUzima increases accessto clinical datafor providerswho work
outside of care facilities and in settings disconnected from the
EHR system server. It is a provider-facing application and not
availablefor direct use by patients. The application can leverage
both WiFi-based or phone-based data bundles for data
transmission. As an Android application, mUzima is not
avalable to health providers who do not have Android
smartphonesand haslimited utility to providerswho areilliterate
or unfamiliar with using smartphones. To usemUzima, providers
need to have credential s to access an OpenMRS EHR instance,
and this will limit utility of mUzima for those without such
access or those using other EHR systems.
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Item 9: Cost Assessment

A forma cost assessment has yet to be done on mUzima.
Although mUzima is available free of charge to users, there are
still several associated coststo implement it. Key costsinclude
customization costs that involve creating relevant forms for a
program; development of queriesthat define cohorts of patients;
smartphone purchase; costs associated with hosting an
OpenMRS instance (if one does not exist); connectivity costs
to the server through WiFi or Internet; and costs of personnel
to support users, maintain infrastructure, and conduct training.
Comparatively, in instances where care is conducted outside of
facilities, mUzma implementation should be cheaper than using
laptops equipped with OpenMRS—given the higher cost
associated with laptops and managing multiple OpenMRS
instances. Although paper-based systems have historically been
used to support carein LMICs, they have recurrent costs given
that pieces of paper can only be used once to record data, and
there are personnel costs associated with retrospective entry of
data collected on paper into the EHR system [42]

Item 10: Adoption Inputsand Program Entry

mUzma isfreely available on the Google Play Store[41], with
all changesand enhancementsin any new version shared broadly
via multiple channels, as well as fully documented in the
collaborative wiki space [37]. Within the wiki space are
documents on setting up the system, as well as training
materials. Multiple introductory and educational videos on
mUzima are also available through the mUzima YouTube
channel [43]. mUzima training often involves technical
personnel as well as training of end user providers. Technical
team members, comprised of developers and implementing
information technology personnel, often need to understand
how to customize mUzima and to set up the server and
smartphone devices for use. The technical team training is

Table 2. Large-scale mUzima implementations.

Wereet a

largely hands-on, with the mUzima community forums and
weekly meetings available for answering questions from
community members. End users are often trained by the
technical team membersfrom their organization. Thesetrainings
typically cover core mUzima features and also the customized
elements relevant to that program. For most end users, training
on mUzima typically takes 1 to 2 days. Refresher trainings are
available especially when there are upgrades to the application.

Item 11: Limitationsfor Delivery at Scale

TheDigital Development Principle“Design for scale” ishighly
relevant to mUzima. Scalability was considered at the outset,
allowing for the system to support any type of clinical condition,
various workflows, and multiple versions of both OpenMRS
and Android. Load testing is a core part of all mUzima version
releases to ensure that mUzima works with larger patient
populations and data needs. mUzima’s ability to scale is
evidenced by its successful large-scale adoption acrossmultiple
clinical settings and countries (Table 2). As a testament of its
scalability and implementation success, mUzima has been
recognized as adigital global public good since 2019 [22] and
islisted asaglobal project inthe WHO “Digital Health Atlas”
[44].

Despite having scaled to national levels, further expansion of
mUzma is limited by the fact that it only currently extends 1
EHR system, OpenMRS. mUzima's FHIR resources are under
development to allow seamless health information exchange
with other FHIR-compliant systems [34]. Customization of
mUz ma requiresknowledge of form programming using HTML
and basic knowledge on creating cohorts and queries within
OpenMRS—both of which can limit scaling of mUzima
implementations. Further, as a native Android application,
mUzma will not work with smartphones that run on different
operating systems.

Type of implementation Description

HIV care

Cancer care

Chronic disease manage-
ment (CDM)

CovID-19

mUzima is nationally endorsed and implemented by the Kenya Ministry of Health (MoH) to support HIV testing and

screening (HTS) [45]. In Kenya, the application isin use at over 220 public facilities, with more than 1000 providers

using it on any given workday. To date, over 500,000 HTS visits have been conducted in Kenya using mUzima. In ad-
dition, mMUzima isin use in Zambezia province in Mozambique for defaulter and lost-to-follow-up tracing and for pre-
ventative visits (Multimedia Appendix 6). The application has also been adapted for national rollout in support of HIV
patient tracing activities in Uganda.

Partners in Health Rwanda, working closely with the Rwanda MoH and the Clinton Health Access Initiative, are using
mUzima for cervical and breast cancer screening and referral. Currently implemented in 3 districts, the mUzima appli-
cation has already been used to support data collection during screening of more than 4000 patients for breast and cer-
vical cancer at 39 facilities. The goal isto extend mUzma application use to 15 districtsin Rwanda.

mUzimaisin use at more than 70 facilities in Kenya as part of atask-shifting program to support CDM, including hy-
pertension and diabetes care. Unlike other implementations that use mUzmain communities, these CDM implementations
use mUzima at dispensaries and within other facilities across 6 counties (Uasin Gishu, Bungoma, Trans-Nzoia, Nandi,
Kisumu, and Busia). To date, over 350 providers have used mUzima to record CDM encounters in more than 100,000
visits. The CDM program incorporates robust decision support features based on alerts and reminders, as well as edu-
cational mediawith a personalized display based on patient-specific data (Figure 4E).

At the request of Kenya's MoH, mUzma was adapted to support COVID-19 care, including screening, contact tracing,
testing, and symptom monitoring. The COVID-19 forms used are based on guidelines provided by the World Health
Organization (WHO) and use standard terms based on the Columbia I nternational eHealth Laboratory (CIEL) dictionary
[46]. The mUzima COVID-19 application leverages relationship and geomapping features for contact tracing and is
available for adaptation beyond Kenya (Multimedia Appendix 7). mUzimais also in use by the MoH in Rwanda for
COVID-19 management.

https://www.jmir.org/2021/12/e26381
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Item 12: Contextual Adaptability

mUzma has been used across various health domains (Table
2), with most usein primary contexts that have limited internet
connectivity, especially in Sub-Saharan Africaa. mUzima
provides localization support for use in various languages and
is currently available in 6 languages, namely English,
Portuguese, French, Swahili, Gujarati, and Hindi. The
application comes with multiple configurable settings that are
not hard coded into the application. Examples of configurable
settings include whether to capture GPS location of activity,
default font size, auto-synchronization feature, time setting for
automati ¢ time-outs, form auto-save timeinterval, among other
features. Forms, cohorts, and clinical observations within the
application can be customized without any need for
reprogramming.

Item 13: Replicability

Content related to mUzima is organized in the application’s
website that highlights key application features and provides a
demonstration instance for those interested in exploring the
application [21]. This website provides links to al other
mUzma-related resources and documentation. Detailed
documentation on mUzima is available on the wiki page and
includes user guides, technical documentation, and
implementation guides, among others[37]. Multimediacontent
such as demonstration videos is also available on the mUzima
YouTube channel [43]. mUzima codeis shared viaGitHub [47],
and as of February 2021, there had been 650 pull requests and
over 120 forks to the mUzima code.

Item 14: Data Security

mUzima is developed to enable the primary clinical
implementing partners to remain full custodians of all data
collected and transmitted to OpenMRS through mUzima. As
such, identifiable patient information is only accessible to those
given accessthrough the EHR system. Inlinewith the Principle
for Digital Development to “Address privacy and security,” the
mUz ma application hasincorporated several security features.
Accessto themUzmaisdone through ausername and password
validated initially with the EHR system. Users who forget their
password have to be re-authenticated within the EHR system
by an administrator. mUzima contains a feature for automatic
time-outs where users are logged out after a program-defined
period of inactivity. Bidirectional exchange of data between
mUzma and the EHR system is secured through use of an
https protocol. All mUzima-related data are stored in an
encrypted format in the mobile device.

Item 15: Compliance With National Guidelinesor
Regulatory Statutes

Implementations using mUzima have full control of locations
of servers where patient data from mUzima are stored. It is
advocated that these implementations comply with data
residency guidelines and laws for the country of operation.
Organizations that opt to use mUzima are advised to contact
relevant statutory bodieswithin countriesthat oversee mHealth
applications. mUzima allows users to configure forms, patient
identifiers, and concept dictionary terms to be used in each
implementation. Compliance with national guidelinesfor these

https://www.jmir.org/2021/12/e26381
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itemsisthus at the discretion of the implementers but is highly
advocated. Forms and data elements can be easily developed
to align with approved formsin countries and using any national
dictionary should one be available As an example,
implementations in Kenya leverage the standards-based
Columbia International eHealth Laboratory (CIEL) concept
dictionary [46].

Item 16: Fidelity of the Intervention

Performance of the mUzima application is gathered using the
Firebase Crashlystics plugin [48]. These performance metrics
indicate that it takes <5 seconds for the application to launch
and <1 second to upload each completed form payload to the
OpenMRS EHR system from within mUzima. Over the most
recent 3-month period (December 2020 to February 2021), the
percentage of mUzima users without crashes in any of their
usage sessions was 92.88%. mUzima also uses Firebase
Crashlysticsto monitor |ocations where mUzma has been used
over aperiod of time, aswell as high-level details of the users,
broken down by user-provided gender and age (Multimedia
Appendix 8). For individualized and detailed usage statistics,
mUz ma has al so been programmed to collect paradata through
logs of key components of the application while it is in use.
Although performance and workflow analytics can be conducted
on the logged paradata, there is aneed to create a user-friendly
and personalized dashboard highlighting a user's work
performance on mUzma that can be availed to support decision
making around work patterns.

Discussion

Although EHR and mHedth solutions have been widely
embraced in LMICs, there is often lack of seamless data
exchange between widely deployed EHR systems and these
mHealth solutions. To our knowledge, this is one of the only
descriptions of arobust extension of awidely used EHR system
in LMICs. Most other widely deployed mHealth applications
primarily save data to their own servers and have challenges
integrating with existing EHR systems. It will be severa years
before all LMICs have effective interoperability and health
information exchange infrastructure [49,50]. In the meantime,
aparadigm that advocates for comprehensive mobile extensions
to existing EHR systemswill hel p to reduce the widening digital
divide that adversely impacts resource-limited settings.

For mHealth applications to be effective and scalable within
resource-limited settings, they have to build on lessons learned
in implementation and development over the years [16,19,35].
Integration of mHealth applicationswith EHR systemsuncovers
new challenges that deserve attention. In particular, challenges
emerge around best approaches to manage user credentials
across 2 systems and in disconnected settings, appropriate
delivery of subsets of EHR system data to mobile devices that
have limited storage, management of ever-changing cohort sizes
and patient-level data while ensuring data transmission costs
are contained, and development of tethered mHealth solutions
that can adapt to multiple use cases without the need to
reprogram the application.
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The mUzima team is currently broadening its support for
implementations  within various countries to ensure
responsiveness to needs. As countries mature with regard to
health information exchange, the mUzima team has started
implementing FHIR, starting with patient, person, encounter,
and observation FHIR [34]. The application user interface is
undergoing redesign and revamping with input from users. The
aim is primarily to enhance the user experience and to ensure
that key features are more easily accessibleto usersthrough the
interface. The mUzima team isin the process of adding secure
messaging and communication features and incorporating a
more robust teleconsultation feature, beyond the
store-and-forward teleconsultation functionality —already
incorporated in the application. Finally, the application’s
modularization feature is being revamped to enable easier
incorporation of additional plug-ins to mUzima. The mUzima
data analytics team is also working on reusable paradata
analytics and visualization to provide needed information on
provider work performance and engagement with the application
[51].
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