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Abstract
Background: Syndromic surveillance utilizes aggregated patient-level data on signs and symptoms, and other discernible health indicators apparent at the beginning of infection, to identify possible disease events before confirmed diagnosis can be made. Electronic Medical record Systems (EMRS) can improve surveillance through the use of such data, as has been shown in developed countries. Despite the increasing use of EMRS in developing countries, there is no clear, documented evidence of their use for, and contribution to syndromic surveillance. Further, no guidelines on optimal approaches for syndromic surveillance implementation in such low resource settings exist. 
Objectives: The study sought to: 1) assess the existing surveillance approaches used by various health facilities; 2) assess the readiness of the implemented EMRS at the facilities for syndromic surveillance activities; and 3) propose a framework for syndromic surveillance system implementation.

Methods: This study was conducted in 2 phases. Phase I: 36 purposively selected health workers (facility administrators, system administrators, Public Health Officers, information officers, clinicians, physicians and nurses) across 6 health facilities (MediHeal, St Luke, Fountain, Huruma, Pioneer and MTRH) were interviewed for assessment of current surveillance approaches as well as assessing EMRS’ readiness for syndromic surveillance. Thematic analysis was used to identify the prevailing approaches of disease surveillance, the challenges faced as well as the gaps and opportunities that exist for the implementation of syndromic surveillance with the existing EMRS. Phase II: Findings of the surveillance and readiness assessments were then used to inform the design of the surveillance framework based on the real-time outbreak detection system framework.
The results: Passive surveillance is primarily applied in Eldoret and is countered with a number of challenges, including untimely data acquisition and reporting, data inconsistencies and incompleteness, insufficient financing for surveillance activities and suboptimal staffing. In terms of readiness for syndromic surveillance implementation, the assessed systems were; un-interoperable, low on technical staff for systems support, inadequately financed for facilitation of additional functioning. On the other hand, there was adequate infrastructure, connectivity, policy and data standards, though not satisfactorily implemented.
Based on the findings, a syndromic surveillance framework was designed whose components included a syndromic surveillance system composed of an HL7 listener, a detection engine/algorithm, a database for storage of information parsed from EMRS and a Geographical mapping tool. The system is linked to EMRS of interest via a Virtual Private Network (VPN) for secure transfer of patient level data. Data from the EMRS is parsed unto a standards normalization platform and then generated into an HL7 message which is sent over the VPN and then received by the HL7 listener for classification and analysis.   
Conclusion: The electronic health record environment in Eldoret still has barriers to syndromic surveillance implementation. Addressing of the observed gaps and development of adequate guiding principles is very pertinent to ensure adoption and implementation.
Recommendations: Implementation of the framework needs to be done and the implementation evaluated to get a clear understanding of how best the syndromic surveillance framework can fit within the workflow of the health care facilities in low resource settings.
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Definition of terms

An electronic health record (EHR): is a record of a patient's medical details (including medical history, physical examination, investigations and treatment) in digital format. It consists entirely of an individual’s health information entered and accessed electronically by health care providers over that individual’s lifetime; and also extends to all ambulatory care settings at which that person receives healthcare(Karen, Frances, & John, 2015; World Health Organization, 2006).

Disease surveillance entails the ongoing systematic collection, collation, analysis, interpretation of health-related data essential to planning, implementation and evaluation of public health practice, coupled with timely dissemination of these findings to the relevant stakeholders in need of it. Conventionally, Public health disease surveillance relies on manual operations and offline analysis(Tsui et al., 2003).

Syndromic surveillance: entails the use of the existing patients’ and other health related data – including signs and symptoms, over the counter drug purchases as well as preliminary laboratory findings – in real-time to come up with instantaneous analysis about disease occurrence and trends(Espino et al., 2004; Mandl et al., 2004; Rebecca Katz, Larissa May, 2011).
Low resource settings: locations that are typically characterized by a lack of or inadequacy of  funds to cover health care costs, on individual or societal basis.
CHAPTER ONE
Introduction

The health sector needs timely and reliable information for planning and evaluating interventions. This is very important in an era where the world is moving on from the Millennium Development Goals (MDGs) to the Sustainable Development Goals (SDGs) under which one of the major areas of focus is ensuring healthy lives and promoting wellbeing for all ages-SDG 3 (Tobergte & Curtis, 2013; World Health Organization, 2005). This calls for timely and accurate data acquisition for timely and informed interventions (Adokiya, Awoonor-Williams, Barau, Beiersmann, & Mueller, 2015).
As it stands currently, the World Health Organization (WHO) through the International Health Regulations (IHR), 2005 points out that it is the mandate of its member states to strengthen their current and existing capacity for disease surveillance and response (Adokiya et al., 2015; World Health Organization, 2005).  However, though there has been gradual change in disease surveillance approaches in low resource setting from rudimentary reporting to use of technology like mobile reporting, there still exist challenges with these approaches such as selective reporting of specific diseases and neglecting others which may in many cases pose the same threat; for example, zoonoses. 
On top of the observed challenges, there is limited quality to routine reporting due to a number of issues including poor motivation, inadequate supervision, and feedback. Also there is lapse in analysis of data forwarded to surveillance agencies and hence failure to identify outbreaks early enough and carry out timely interventions (Adokiya et al., 2015).
In 1998, there was introduction of a strategy of strengthening overall disease surveillance in sub-Saharan Africa through the Integrated Disease Surveillance and Response (IDSR) approach. This was an initiative by the World Health Organization Regional Office for Africa (WHO-AFRO). IDSR had a primary goal of integrating multiple existing vertical surveillance systems and linking surveillance data to public health action (Adokiya et al., 2015; Phalkey, Yamamoto, Awate, & Marx, 2015; WHO-AFRO. CDC, 2013). The Integrated Disease Surveillance and Response (IDSR) framework was meant to make surveillance and laboratory data more usable, aiding public health stakeholders and decision-makers improve detection and response to the adverse causes of illness, death and disability in sub-Saharan Africa (CDC, 2009). Even with the introduction of the IDSR, there still exist challenges with disease surveillance in these low resource settings. However, with the increasing level of implementation of Electronic health record systems, there is potential to offer a better approach and an improvement to disease surveillance through the use of syndromic surveillance. This in turn offers an improvement to public health as far as disease surveillance is concerned (Adokiya et al., 2015).
In the field of public health, information technology and computer science are of great importance in form of Public health informatics. It is of great importance for it is core to effective disease surveillance; with an overarching goal of monitoring medical conditions and disease rapidly and more accurately so as to facilitate early detection, identification, intervention and mitigation of spread of epidemics’ effects of natural disasters and bioterrorism (Espino et al., 2004; Tsui et al., 2003).
Disease surveillance entails the ongoing systematic collection, collation, analysis, interpretation of health-related data essential to planning, implementation and evaluation of public health practice, coupled with timely dissemination of these findings to the relevant stakeholders in need of it. Conventionally, Public health disease surveillance relies on manual operations and offline analysis (Tsui et al., 2003). Effective public health surveillance greatly relies on timely submission and analysis of surveillance data. Nevertheless, conventional surveillance is largely reliant on community health worker reporting, physician and laboratory reporting; coupled with manual data analysis by epidemiologists and biostatisticians – this kind of approach is however not equipped for timely detection of disease threats (Adokiya et al., 2015; Tsui et al., 2003).
In the recent era, there has been an influx in the need for change from traditional paper-based health records systems to electronic health record systems. In this wake, the electronic health record (EHR) system is increasingly being implemented worldwide with the major point of focus currently being implementation in developing countries. EHRs are currently the need of the era owing to the fact that they have been observed to improve quality of health care and are also believed to be cost effective (Ozair, Jamshed, Sharma, & Aggarwal, 2015). However, with the observed influx of EHRs, emphasis is greatly focused largely on improvement of management of patient data and records (Karen et al., 2015; Were et al., 2014). Nevertheless, these systems can be used to achieve more than just manage patient records with one of the tools of great importance as far as these systems are concerned being Syndromic surveillance (S. J. Grannis et al., 2005; S. Grannis, Wade, Gibson, & Overhage, 2006; Sheri & Chretien, 2016).
 However, even though these systems can be used for more effective disease surveillance through syndromic surveillance implementation, in low resource settings; very few of such cases have been implemented even in the wake of increased implementation of the EHR systems (Sheri & Chretien, 2016). This is partly due to the absence of a concrete syndromic surveillance framework for low resource settings to govern on how implementation can be done in terms of requirements.
Given that low resource settings are the ones primarily affected by disease outbreaks in the world most of which are communicable diseases including cholera, Marburg, Ebola and recently rift valley fever in western Uganda and yellow fever in the Eastern as well as in Kenya. Implementation of effective surveillance systems forms the core for effective detection and management of outbreaks and epidemics from such health threats and thus reduce morbidity and mortality as a result.  

Background

With the current implementation of electronic health record systems, there has been an increased urge for uptake and implementation in the developing world which includes many resource-constrained countries. In recent years, systems like OpenMRS have been rolled out in a number of countries with now over fifteen different African countries implementing them (OpenMRS Team, 2015). A number of these countries have moved past remote pilot projects to active implementation of the EHR systems as part of their national health programme (Were & Meslin, 2011).
Further still, many have plans for nationwide implementation of these systems underway as part of the national health strategy (MOH-Kenya, 2011). With this, there is an indication that enormous sums of funds are consequently going to be expended on supporting implementation of these EHR strategies in these already resource constrained settings; yet still, there is a likelihood that even in the coming years, resources devoted towards the implementation and maintenance of these systems are likely to increase (Were & Meslin, 2011).
Eldoret, Kenya, is home to one of the earliest implementations of Electronic medical record systems in low resource setting specifically in East Africa (Mamlin et al., 2006; Tierney et al., 2006). Earliest implementations of Electronic Medical record systems in the region were done at AMPATH, Eldoret and three other health facilities in Uganda (Tierney et al., 2006). However, despite all the early efforts, most of the early systems implemented elsewhere either failed or were scaled down when project efforts and funding stopped. AMPATH, Eldoret, however, has observed continued development of the system since initial implementation to the current AMPATH Medical Record System. Given this reputation and in addition to the fact that the town is a major medical town with a variety of healthcare service provision centres, there has been great adoption of Health information systems in the form of EHRs, and other management systems. Hence the interest in having it as the site for the study and implementation. Nevertheless, despite all these efforts and continued adoption, the systems have not been used to improve approaches to public health surveillance, even when communicable disease outbreaks are a problem in the area just like in many other resource-constrained settings. It was for this reason therefore that it was pertinent that such a framework is developed for low resource settings.

Despite all this increasing enthusiasm for the adoption of these EHR systems in the developing world, very little has been done to emphasize use of these systems to further improve public health surveillance yet communicable disease outbreaks are still a big problem in these settings (Bhutta, Sommerfeld, Lassi, Salam, & Das, 2014). In the developed world though, a number of groundbreaking works have been carried out in ensuring the use of these systems in improving disease surveillance even when they are not as greatly affected by communicable disease outbreaks as much as low resource settings are (S. J. Grannis et al., 2005; S. Grannis et al., 2006).
This study therefore, was intended to evaluate the readiness of health care systems in low resource settings for implementation of syndromic surveillance and propose a syndromic surveillance framework that can be implemented in order to improve surveillance as well as the general health of the population, in low resource settings.
Problem statement

Currently disease surveillance in low resource settings takes form of traditional approaches with major emphasis on implementation of the Integrated Disease Surveillance and Response (IDSR) framework as recommended by the WHO. Implementation of the IDSR places great influence on strengthening laboratory facilities together with facilities and communities for surveillance activities. This has been observed to be  labour intensive, low on timeliness due long turnaround times of lab results, as well as financially straining on budgets of low resource settings.

As such, number of innovative surveillance systems and technologies are being increasingly developed with time most especially in developed countries with the major goal of enhancing surveillance on outbreaks and epidemics due to bio-terrorism. Nevertheless, innovations have also been increasingly observed in the low resource settings to supplement implementation of the IDSR, with mainly mobile related systems developed and implemented to supplement the traditional systems mainly based on routine reporting by health facilities. Such  systems – like mTrac in Uganda – have seen major shifts in the improvement of public health surveillance in these low resource settings (Adokiya et al., 2015; CDC, 2013; Lukwago et al., 2013; Mtema, 2013).
On the other hand, regardless of the observed innovations, communicable disease outbreaks still remain a challenge in low resource settings. For example, over 50 disease outbreaks were identified in sub Saharan Africa alone in 2017 and 2018 (“WHO | Kenya,” 2018); with occurrence of rampant cholera outbreaks in Kenya and Uganda.
The observed persistence of outbreaks  is owed to the fact that  present innovations mainly focus on visible or already clinically apparent disease outcomes. Therefore, by the time the diseases of interest are noticed, they have already spread to a bigger proportion of the population and thus management of outbreaks poses a very big challenge. This follows the iceberg concept of disease spread, which elucidates that clinically apparent or symptomatic disease only represents a very small proportion of actual disease in the population-the tip of the iceberg. The bigger proportion of disease lies in the clinically unapparent/pre-symptomatic and asymptomatic cases of disease-the base of the iceberg. These cases pose a greater threat since they carry on spreading disease when they get into contact with healthy individuals (Jeffery, 2010). 

It is for this reason that a viable solution for detection of health events in their early stages is pertinent. Therefore, for this purpose, syndromic surveillance would be very important in order to effectively identify possible outbreaks before they happen or before they spread to immense magnitudes based on observation of syndromes of interest in the population. 

Syndromic surveillance systems employ statistical algorithms on signs and symptoms recorded into EHR systems to detect abnormal changes in occurrence of such syndromes in real-time. These systems use normal occurrence of such cases in any given locale as the threshold for identification of anomalies. EHRS thus can be employed to effectively detect, predict and monitor possible disease outbreaks before they become very big public health problems; before they are even detected by conventional surveillance (S. Grannis et al., 2006; Tsui et al., 2003).

Syndromic surveillance systems make use of the existing patients’ and other health data in real-time to come up with instantaneous analysis about disease occurrence. Such systems make use of Bayesian classifier algorithms and detection algorithms built into them and provide immediate feedback to those responsible for investigation and follow-up on probable disease outbreaks mainly by the Public Health Department.
Given that disease outbreaks are still a big threat in low resource settings, Syndromic surveillance systems would be of great importance in early detection of probable outbreaks, monitoring of spread, size and pattern of occurrence in order to govern resource allocation and disease monitoring activities by the disease surveillance department. Furthermore, such systems would also further help in monitoring of trends in disease and provide assurance that outbreaks do not occur or even recur.

However, despite the observed adoption and implementation of EHRs in low resource settings, there still exists a gap on how syndromic surveillance can be implanted in such settings given that there still exists no framework to guide on how syndromic surveillance approaches can be implemented with the existing electronic health record system environments.
Justification/significance 

EHR systems have been greatly embraced in developed countries and are currently being increasingly adopted in the provision of healthcare services in low-income countries as the need of the hour. This has been due to findings that they have been largely implemented in the developed world and have been shown to reduce operational costs and improve quality of healthcare service provision.  Nonetheless, despite increased deployment in resource limited settings, functionality of EHR systems is limited to management of patient records and facility management in a few cases though they can be used for more than just this to further improve health care. These systems have not been used to their potential; and one such area where these can be greatly of use is disease surveillance.

Currently, disease surveillance is being done using traditional approaches even with the advent of increased use of Health Information Technology in provision of healthcare. Though there has been increased use of m-health applications in this field of disease surveillance, it still literally follows the traditional approach to surveillance which still has a number of shortcomings associated with; untimely data analysis, incomplete data, data privacy, timely notification
Given such challenges, it is appropriate that better approaches be developed that can address such challenges as observed with existing surveillance approaches. It is on this basis that syndromic surveillance needs to be adopted. Nevertheless, there are no documented instances of syndromic surveillance implementation in low resource settings and as such implementation cannot be commenced without any framework to guide how it can be achieved since there doesn’t exist any documented framework to guide implementation of such in low resource settings.
The study therefore was intended to further provide an understanding of the shortcomings associated with the current surveillance systems, identify possible solutions, assess the readiness of the electronic Health Information environment for syndromic surveillance adoption and then develop and propose a syndromic surveillance framework based on the observed Health Information Systems already deployed in these settings. This was intended to facilitate improvement of the prevailing surveillance approaches and thus foster improvements in early detection, reporting and management and monitoring of disease outbreaks and other adverse disease event occurrences.

Study Objectives

Broad objective

To develop a syndromic surveillance framework for low resource settings 
Specific objectives

1.  To assess the current disease surveillance approaches used by various health facilities in Eldoret Town.

2. To assess the readiness of the implemented health information systems at the facilities for syndromic surveillance activities in Eldoret Town
3. To propose a syndromic surveillance system framework that can be implemented to facilitate Syndromic surveillance using the existing electronic record systems in Eldoret Town. 
Research questions

1. How does the current disease surveillance system work at the various health facilities in Eldoret Town?

2. How ready is the health IT environment in Eldoret town for adoption of syndromic surveillance in terms of opportunities and gaps?

3. How can syndromic surveillance solutions be developed into the EHR systems to improve Public Health surveillance in Eldoret Town?
CHAPTER TWO
Literature review

Public Health Disease surveillance entails the ongoing systematic collection, collation, analysis, interpretation of health-related data essential to planning, implementation and evaluation of public health practice, coupled with timely dissemination of these findings to the relevant stakeholders in need of it (CDC, 2016). 
Electronic health records have had a great impact in the improvement of health systems and health outcomes in developed countries. Implementation of electronic health record systems in these countries has been greatly followed by a drastic change in health services provision for the better. In this, there has been a great surge in the urge for the implementation of electronic health record systems owing to the fact that they have been observed to offer a multitude of advantages over the traditional paper-based record systems. EHRs have been observed to improve access to healthcare services, improve quality of care, improve efficiency of the working environment, as well as reduce healthcare expenses and costs (Akanbi et al., 2011; Layman, RHIA, CCS, FAHIMA, 2008). Furthermore, electronization of health records has further improved health data collection and collection while at the same time improving ease and efficiency of access; electronic systems enable access to records from remote locations, simultaneous access to records by multiple users, informing decision making through data queries. Electronic systems further simplify retrieval of results in the case of data queries as well as use of data in case of any secondary analyses (Chhanabhai & Holt, 2007).
With all these observed improvements, these environments are now moving from just implementation of these systems and towards ensuring meaningful use of these EHRSs. In this directions, a number of very useful tools are being considered for these systems including Computerized Provider Order Entry (CPOE), Tele-health and Telemedicine, plus Electronic medication dispensation using bar coding technology and Disease Surveillance (Karen et al., 2015). With the establishment of these systems in the developed countries and the observation that they have achieved improvements in healthcare service delivery outcomes in those setting, major emphasis has now shifted to the need for implementation of these systems in the developing countries so as to improve healthcare service delivery in their settings too (Were & Meslin, 2011).
Low income countries are greatly faced with a multitude of deadly epidemics for various ailments including; tuberculosis, HIV/AIDS, malaria, child malnutrition problems and of recent non-communicable diseases like cancer, diabetes and hypertension. Due to this, there has been high levels of deployment of ICT including EHRS to improve health care in such settings (Mamlin et al., 2006).
In the developed countries, due to the gradual development of these technologies in those settings, a lot of effort has been invested understanding further, how these systems can be used for more than basic management of patient information. A variety of tools have been built on top of these EHR systems to facilitate the running of more important functions including improving Public health surveillance for diseases, disasters and bioterrorism-a case of anthrax in the US. Other functions include; disease registry creation, drug dispensation, inventory maintenance, Monitoring and evaluation (Karen et al., 2015).
In developing countries on the other hand; -which are the major emphasis currently for the implementation of EHR systems, emphasis is mainly put on the need to implement these systems for mainly the management of patient data and information. Very little or no regard is paid to other important functionalities that can be added to these systems to make them more useful. One such functionality would be Public Health disease surveillance. Owing to the fact, that such settings are still grappling with challenges in the management of communicable disease; -with various outbreaks of such occurring as much as often, very good, efficient and accurate surveillance systems are of great need. These can help identify, prevent, mitigate and intervene in case of outbreaks early enough before they spread and become very big Public Health problems.

As it stands today, in the advent of the SDGs, improvement of public health approaches for prevention and management of disease is of great importance in the achievement of Goal Number three which aims to “Ensure healthy lives and Promote Wellbeing for all ages” (Tobergte & Curtis, 2013). One of the major approaches through which this can be achieved is through the improvement of Disease surveillance.

For effective implementation of an effective and efficient public health disease surveillance system, the best approach to take on is the syndromic surveillance. Nevertheless, traditional surveillance activities ought not to be undermined for they still are of great importance in identifying uncommon phenomenon and occurrences of disease. 
Syndromic surveillance

Syndromic surveillance is a strategy used by public health for early event detection and to monitor the health of the community. It uses “pre-diagnostic” information, such as chief complaints from people seeking acute care, to identify emerging trends of public health concern. The data are grouped into syndromes based on the patient’s symptoms and statistical algorithms are run to identify unusual temporal and geographic patterns that might indicate situations of concern (Tsui et al., 2003).

Syndromic surveillance is the process meant for collecting, analyzing and interpreting health-related data to provide an early warning of human or veterinary public health threats, which require public health action (S. J. Grannis et al., 2005; Tsui et al., 2003). Public health syndromic surveillance using inpatient and ambulatory clinical care electronic health record (EHR) data is a relatively new practice. As eligible health professionals and hospitals adopt, implement, and upgrade their EHR systems to Meaningful Use programs in the developed countries – USA in particular, there is an opportunity for public health agencies (PHAs) to routinely receive health data from settings other than routine data collection centers and urgent care centers. Given the number of factors and complex relationships that affect EHR data quality, a collaborative approach that includes public health, healthcare, and EHR technology developers is the best way to determine how EHR data can be meaningfully used for surveillance (CDC, 2011).
In November 2012 the International Society for Disease Surveillance (ISDS) released Electronic Syndromic Surveillance Using Hospital Inpatient and Ambulatory Clinical Care EHR Data: Recommendations from the ISDS Meaningful Use Workgroup (Recommendations) (CDC, 2011). These Recommendations are the product of an ISDS-convened Meaningful Use (MU) Workgroup that used their various stakeholder perspectives and expertise in public health practice and medical informatics to guide the document's development. With the facilitation of ISDS staff, the Centers for Disease Control and Prevention (CDC), and HLN Consulting, the MU Workgroup used an iterative development process, soliciting stakeholder feedback at project initiation and twice while recommendations were developed. The Workgroup used both stakeholder input and their own expertise to draft Recommendations that balance current feasibility and resource concerns with community enthusiasm for surveillance innovation with these clinical data (CDC, 2011).
The finalized Recommendations provide clarity for Stage 2 Meaningful Use, when on-going syndromic surveillance reporting was required for eligible hospitals. They also provide a basis for planning and establishing data use relationships between PHAs and eligible professionals or hospitals while building upon prior ISDS work by incorporating both lessons learned and broader stakeholder participation. Additionally, the Recommendations suggest Stage 3 of Meaningful Use rules for the syndromic surveillance objective and future EHR certification criteria (CDC, 2011).
Syndromic surveillance has been previously used in a number of environments to predict and adequately manage disease outbreaks. A number of studies have been carried out in various environments and these have proved syndromic surveillance to be very effective in outbreak management. In these various environments, RODS has been used (Driedger et al., 2007; S. Grannis et al., 2006; Tsui et al., 2003).
Factors likely to influence adoption and sustainability of syndromic surveillance in low resource settings.

Syndromic surveillance implementations, just like many other technological implementations in low resource settings, are likely to be influenced or affected by a number of factors. The major factors of influence may be inclusive but not limited to;

Infrastructural capabilities

Infrastructural capabilities are one of the major factors likely to affect the adoption of syndromic surveillance approaches in low resource settings. Many health facilities have adopted and implemented the use of Health information systems, infrastructure has been put in place (Binyam, 2010; Cresswell, Bates, & Sheikh, 2013; Nyaggah, 2015). Nevertheless, much of the implemented systems have limited capabilities restricted to finance and personnel management as well as patient record management and storage; many do not have the capabilities to even transmit data to other systems. 

Interoperability and standards considerations

Interoperability and standards make the basis for syndromic surveillance systems. Comprehensive syndromic surveillance requires generation and aggregation of data from a number of diverse health facilities and locations (Cresswell et al., 2013; Gagnon, Ngangue, Payne-gagnon, & Desmartis, 2016; Singh & Muthuswamy, 2013). These then when put together, harness the power and capabilities of “big data” and thus when analyzed gives the most accurate findings. And in order to make meaningful use of the generated data from various sources, these need to be comparable. This calls for unified standards, or at least standards that are comparable and can be mapped to each other.  Nevertheless, many of the health information systems implemented in low resource settings are ‘silos’ which are inoperable and also do not employ any form of health IT standards. This would pose a great impediment to implementation of syndromic surveillance approaches in these low resource settings.

Financial implications and who bears the costs of implementation and maintenance

Adoption, implementation and sustaining of health Information technology systems requires a substantial amount of initial and continued financial investment (Cresswell et al., 2013; Nyaggah, 2015; Singh & Muthuswamy, 2013).  This mainly affects private practices given that one of their intentions is generating revenue. In this case, adoption of technology is supposed to be preceded by proof of return on investment. This is likely to greatly affect adoption of syndromic surveillance approaches given that these do not directly impact primary patient care but rather the health of a population in general. Therefore, implementation of such approaches was affected in that facilities may not be able to realize direct return on investment despite the fact that they may need to make great initial financial investment as well incur continued maintenance and overhead costs in terms of data bundles to transmit information to the public health department.
Policy considerations surrounding healthcare data and health IT implementations.

The policy implications available in low resource settings may also be of great influence to the adoption of syndromic surveillance systems in these settings. In this case, these policies can be both at the national, regional or even facility levels (Binyam, 2010; Cresswell et al., 2013; Gagnon et al., 2016; Singh & Muthuswamy, 2013).  For example, in Kenya, policy stipulates that healthcare data; most especially patient data in any form, should never leave the health facilities from where it is generated. This poses a big impediment in the wake of observed implementation of electronic health information systems where there is great need for increased data sharing in order to improve patient care. Such policies and many more others are proving to increasingly become obsolete with increasing adoption of information technology in the Healthcare service provision space.

 On top of the observed data related polices, a number of other policies to govern the nature and quality of health information systems need to be in place too. These streamline implementations to ensure interoperability and uniformity of systems to support other secondary functions including syndromic surveillance.

Nevertheless, very little or no efforts are done to update or even overhaul these policies to include observed improvements to healthcare service provision.
Data ownership and the security implications around Health IT
In many instances, there are no guidelines to determine who owns the healthcare data that health care facilities are custodians of. In this case therefore, these facilities take this to be their property and thus this impedes implementation of syndromic surveillance, most especially in cases where this data is used by healthcare providers as leverage for services offered. For example, facilities may not be willing to share this data with other stakeholders even in cases where patients may consent to the sharing due to the fact that facilities take this data to be their property and thus, they can exercise the rights they wish over it. Another major concern are the security implications that surround data sharing. In case of breaches in confidentiality and integrity of this data during the transmission who is accountable? Also, there has not been adequate work done in these low resource settings to ensure data security most especially during transmission. This leaves very many unanswered questions in case syndromic surveillance approaches are to be adopted and implemented.
Technical capabilities in terms of the systems as well as technical support for them

Additionally, low resource settings are low on information and knowledge about the technical capabilities of their Health information systems as well as the technical personnel to run and also support the day-to-day running of these systems (Cresswell et al., 2013). This is of great influence to adoption and implementation of syndromic surveillance approaches given that these are reliant on continually operational systems. 
Theoretical framework

The theoretical  framework of the factors likely to affect the implementation health information technologies in low resource settings – like syndromic surveillance approaches – shows and explains the categorizations of factors in terms of technical, social, organizational and the wider socio-political factors and how they relate as priori discussed in a selection of those shown above.  Technical factors entail the special knowledge and skill of how the systems function; social factors relate to the users of the systems in general; organizational factors on the other hand are in relation to the facilities themselves in terms of management, planning, and others; the wider socio-political factors refer to those factors that are as a result of the working environment in which these health facilities operate.
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Figure 1: Theoretical  framework
Adapted from: Ten key considerations for the successful implementation and adoption of large-scale health information technology (Cresswell et al., 2013).
CHAPTER THREE:  Materials and Methods

Study design
A qualitative cross-sectional study was carried out in Eldoret town in which a selection of health facilities was enrolled  and assessed as regards disease surveillance activities and reporting in order to gain insights on how public health disease surveillance activities are carried out in the area. A selection of individuals at the enrolled  facilities were enrolled into the study and were interviewed in order to gain insights about a number of concepts underlying syndromic surveillance including but not limited to data quality, Healthcare data standards, healthcare financing options, systems interoperability, healthcare policies governing data storage and exchange, among others. Study participants included, top management of the facilities such as CEOs or facility in-charges, health information system administrators or in-house system developers (if applicable), the disease surveillance in-charge, records manager and a selection of physicians. Other components of interest included, frequency of collection, frequency of analysis and interpretation, and reporting or communication to the stakeholders responsible for disease surveillance.

Study site
The study was carried out in a selection of healthcare facilities in Eldoret town, Uasin Gishu, Kenya with inclusion of both private and public facilities.                                                                                Eldoret town is host to AMPATH Centre which  had implementation of its EHR system as one of the earliest implementations in the sub-Saharan region as early as 2006 (Tierney et al., 2006) and since then the system has been around, and has gone under a number of upgrades to the current AMR System that is currently in use. 
Given this reputation, the town – being a major medical town – with a host of health facilities ranging from a number of small clinics to very large private hospitals, pharmacies and also host to the second largest referral hospital in Kenya; it has observed a large revolution in embracement, adoption and implementation of Health Information Technology. This offers the opportunity to harness the power of the implemented systems for public health disease surveillance – in form of syndromic surveillance. 
This though, cannot go without mention of the various factors that need to be in place to facilitate the collective use of all these facilities for syndromic surveillance. In order to achieve conclusive and integrated disease surveillance, all these or most of these healthcare facilities need to be linked and for this, all systems need to have a baseline standard, and thus interoperable.  Nevertheless, despite the observed implementation of medical record systems and other health information systems in the locale, they have been and are still mainly used for patient record management and finance management despite possession of capability to improve healthcare through a number of other functionalities including syndromic surveillance. 
At a number of facilities, data entry has mainly been written down on paper and later entered into the system by data entry. However, currently; some systems are undergoing improvement whereby Point Of Care (POC) abilities are being implemented whereby clinicians and physicians have been advanced capabilities to enter information directly into the systems using handheld devices at the point of encounter with the patients. Thereby, patient data is entered in real-time as it is being generated by the clinicians and other Healthcare workers. The additional abilities for point of care entry of patient data directly into the medical record systems is the major reason that makes the sites primarily suited for the implementation of the Syndromic surveillance services because this offers capabilities of real-time analysis of patient data as it comes in from the point of care stations into the record systems. 

Study population
The study was done in selected health facilities that possess electronic health information systems including both private and public facilities. The facilities included: Moi Teaching and referral hospital (MTRH), Pioneer county health center, Huruma county health facility, Fountain hospital, St Luke’s orthopedics and trauma hospital, and MediHeal hospital. 

The study was carried out among primary users (those that directly interact with the systems in offering healthcare service: That is; physicians, nurse, information officers, clinicians, laboratory technicians), secondary users (those who do not interact with the systems directly but use the system for secondary need like reports and summaries such as CEOs, administrators) and system administrators of the various Health Information Systems at the selected locations in order to help inform the current approach to syndromic surveillance at the locations, where applicable.

In-depth interviews were carried out with individuals in the Disease Surveillance Departments of the facilities. Interviews were also administered to data collectors, entrants, statisticians and analysts in order to get an understanding of the current diseases surveillance environment and also identify opportunities available to facilitate improvement of the current conditions through implementation of syndromic surveillance system approaches. 
Sampling procedure
Health facilities were purposively selected on basis of possession of functional electronic Health information systems. Selection was also based on the County health data and prior reconnaissance interviews; and those facilities that serve a larger proportion of the population than others in the same category (Public versus Private) were selected – their systems are rendered usable for syndromic surveillance.
Purposive sampling was used in the selection of participants at the study locations; whereby individuals in charge of management of the facilities i.e. in-charges or CEOs were selected for interviewing about the disease surveillance situation at their facilities and on top of these, individuals in charge of disease surveillance department (where applicable) were also interviewed. In addition, system administrators for the various health information systems at the selected facilities were interviewed in order to give an overview of their systems and also how capable and feasible their systems are for application of syndromic surveillance approaches in terms of infrastructure, standards, technical support among others.

For the case of physicians, only those found at their stations of work at the time of interview were included in the study and these were assessed for knowledge about syndromic surveillance as well as application of coding standards during patient data entry into health information systems.

Selection criteria

The facilities are selected purposively on the basis that they possess electronic Health Information systems that have been in use for some time, have undergone upgrade and these facilities serve a considerable proportion of the population so as to render their systems usable for syndromic surveillance. Also, selection based on capacity of facility to serve a considerable proportion of the population. Participants to enroll into the study were purposively selected on the basis of possession of adequate information and knowledge about the topics of concern.
Inclusion criteria                                                                                                                                                              

Facilities with health information systems that had been in place for at least a period of two (years) prior to the study were enrolled into the study. This is because for such a period, users were presumed to be conversant enough with their systems and also that time was considered adequate for advanced upgrades. In this, over fifteen facilities were initially considered but only seven  facilities met the criteria and these included Reale, Mediheal, St luke, Fountain Hospitals as the eligible private facilities as well as Pioneer heath center, Huruma county hospital and  MTRH as the eligible public facilities 
At the facilities, the in charges or top managers were then enrolled together with the system administrators – on basis that they possess adequate knowledge about their electronic medical record systems – as well as a selection of physicians who had used the health information systems in existence for at least the previous six (6) months – ample time for them to be conversant with the electronic health information system in use at the facility. 
Exclusion criteria 

Any facility with a health information system that had not undergone any system upgrades in the last one year was left out owing to the fact that the more often information systems are upgraded, the more often improvements in technical capabilities of these systems are realized. Also, facilities that did not consent to inclusion into the study were excluded. It’s on this basis that Reale hospital was left out of the study.

For the case of primary users, any eligible subject who were not at their workstations handling patients at the time of the study were not interviewed given that demonstration of ability to use the electronic information system was paramount. Similarly, individuals that did not consent to inclusion into the study were left out of the  study.  
Sample size (SS)

Given the qualitative nature of the study, a total of 36 respondents were interviewed from a selection of six (6) Health facilities in the area. These included both public and private facilities in the area including two county health facilities; Huruma and Pioneer, the major referral hospital in the region, Moi Teaching and Referral Hospital (MTRH), St Luke orthopedics and trauma hospital, Fountain hospital, and MediHeal Hospital. From each facility, 6 respondents were recruited and these included the facility in-charge, the systems administrator, the head statistician and or records manager, the disease surveillance in-charge, as well as two systems users preferably one physician and one nurse. The selection of the sample size is based on the presumption that at that number, the study would have achieved the point of data saturation as well as well as theoretical saturation based of previous literature (Malterud, Siersma, & Guassora, 2015; Mason, 2010).  At this sample size, it is presumed that even with continued sampling and data analysis, no new data would appear, and all concepts of the study would be well developed; Concepts and linkages between the concepts that form the theory would have been verified, and no additional data would be needed (Lewis-beck, Bryman, & Liao, 2017).  Interviewees helped give perspective on the prevailing disease surveillance environment, their understanding of syndromic surveillance, as well as their take on the applicability of this syndromic surveillance concept in their facility settings.

Data collection
Interviews were carried out with the selected individuals knowledgeable about the surveillance situation and those knowledgeable about operation of the Health information systems at the study locations.  Consent was sought from all respondents prior to commencement of interviews using a consent form (Appendix I) and all interviews were carried out with the respondents at their places of work at such times as was agreeable to them. Interviews lasted between 30 to 45 minutes.
Data for the survey was collected between November 2017 and February 2018 using an interview guide grounded on a validated WHO tool  for assessment of surveillance systems(Appendix II). Interviews were carried out with the help of research assistants competent in qualitative data collection and all Interviews were audio recorded. 
Data management and analysis
All audio recordings were checked for clarity prior to leaving the field and then recordings uploaded to google drive for backup in case of loss of the recorders. Audio-recorded Qualitative data collected from the interviews was then  transcribed verbatim and the transcripts thereafter entered into Atlas ti. 7 computer software package to ease the management of the large amounts of data generated. 

Secondary theoretical thematic analysis was done through modelling and examining relationships between the various factors and diseases surveillance activities in the selected facilities in Eldoret town using six steps (Clarke & Braun, 2012).
These steps included; (1) Familiarization of self with the data, by reading and re-reading the transcripts multiple times in their entirety to become more familiar with the whole text prior to division into themes. The transcripts were re-read to analyze semantic content and language use on an exploratory level.; (2) Coding, by making notes in the margins of the text to cultivate emerging concepts and then organizing them according to the study’s aim until all core concepts are identified; (3) Searching for themes, by constructing pronounced themes using codes within the data and also arranging all the coded data into each relevant theme until no new categories emerge any longer; (4) Reviewing themes, by going over the whole dataset to confirm that generated themes are relevant to the research purpose; (5) Defining themes;  by analyzing themes to develop concise and informative names for each; (6) Developing, a coherent story about the data extract pertinent to each theme and contextualizing it in relation to existing literature. 
Limitations of the study
Some of the stakeholders responsible for giving certain information were not willing to divulge certain information about their Health information systems for a number of reasons including procurement issues, accounting, auditing, policy and work place politics.

Long response times in terms of facilities as well as Ethics review board to give approvals. 

Systems of smaller facilities were not studied though smaller facilities would also have input to syndromic surveillance systems
Inadequate time to implement and study the framework to further understand the dynamics of syndromic surveillance implementation in low resource settings

Ethical considerations
Prior to commencement of the study, clearance was sought from the Moi University Institutional Review and Ethics Committee (IREC) to ensure that it is carried out under the ethical constructs of the institution. 
Similarly, permission was sought from the study sites prior to carrying out the study to meet the permitted legal protections at these sites.

Care was taken to ensure that informed consent was sought prior to inclusion of individuals for interviewing. 
Furthermore, care was taken to ensure the privacy and confidentiality of patients’ data during and after the assessment of the systems for readiness for syndromic surveillance. For this matter, Protected Health information (PHI) of individuals was not used; only de-identified data of patients was picked handled. Care was also taken to ensure that access to patient information is only restricted for access to only the study investigators.

CHAPTER FOUR:  RESULTS
Study Findings 
On analysis of the collected data, the following findings were cultivated  and are categorized by the intended objectives as follows;
State of the existing diseases surveillance environment.
The findings of the study highlighted that no syndromic surveillance of any form is currently employed at any of the facilities studied. The current disease surveillance approaches follow traditional passive surveillance methodologies and take a number of forms including in-facility diseases surveillance, use of community health workers, and public health officers.
In all the public health facilities included as part of the study, disease surveillance is done under the Public health department. There is no dedicated department for disease surveillance at the facilities, but there are dedicated personnel in charge of disease surveillance under the public health department at the facility. This is the person in charge of coordinating all disease surveillance activities in and around the facility; in the surrounding catchment area of the facility.

For disease surveillance activities at public facilities, the Public health department works together with Community Health Workers (CHWs) who are trained in disease surveillance and other health related activities to help out in their communities of origin. These CHWs watch out for health-related events and report these to the public health department for investigation. Other cases like adverse disease events are referred to the facilities for management. CHWs report their findings to the facilities they work within a period of one week to one month based on the event or disease condition of interest. 
Facility based surveillance is also done for notifiable diseases. This is done by the health care workforce including clinicians, physicians, as well as public health personnel who are responsible for reporting any notifiable disease cases as soon as they are identified.

For the case of Private facilities, a number of those studied do not have a dedicated public health department nor a disease surveillance department. Disease surveillance in their case is viewed as a general responsibility for physicians who have encounters with the patients. It is therefore the responsibility of the physicians to report any adverse cases of disease to the management for further management and reporting of such cases. Further, surveillance is the responsibility of the records officers and managers at the facilities to compile, analyze and interpret findings from the data and information they manage and report to the administration.   

All the facilities in the study make use of electronic health information systems but none of the makes proper use of the electronic infrastructure they possess to facilitate disease surveillance. At a number of facilities, disease surveillance data is supposed to be extracted from the aggregated entered data on a weekly, fortnight or monthly basis; based on the condition of interest but in most cases, this is impossible because the data is incomplete, inaccurate, or even not entered in the systems due to various reasons including workload and forgetfulness of the clinicians. As one study participant noted:
 “We are supposed to extract surveillance reports from the system but in many cases information in the system is inaccurate or incomplete.  For example, to extract malaria reports, we can’t primarily rely of the system information. We have to go back and cross-examine all records including those from the lab coz sometimes some results are not entered into the system”. Public health official.
A number of challenges were faced by the facilities in doing diseases surveillance and these include but not limited to: absence of adequate funding for disease surveillance activities together with inadequate staffing of personnel for disease surveillance; increasing complacency to report disease surveillance activities by both practitioners and CHWs (claims of large workload at times); timeliness of reporting; work overload (for private practice)-some cases may therefore go unreported or unnoticed till they are adverse, use of obsolete technology for data collection as well as for reporting surveillance information. One interviewee stated:

“I all the time receive community reports from my community health workers by phone; but you see the phone I use… (pulls out an old-fashioned Nokia phone with buttons– mlika muizi – from his pocket). If only we had like smart phones or tablets, my community health workers would just send me that information in an excel sheet summary or in a word document.” Public health official, Public facility.

Readiness for syndromic surveillance implementation

A number of different electronic health information management systems are implemented at different health service provision facilities in Eldoret town and a range of findings were cultivated about their capability for syndromic surveillance. 
A number of themes emerged and these included sub-optimal standards’ implementation, minimal financing, inadequate technical expertise, inadequate policy, implementation strategies and roadmaps, lack of collaborative implementation, as well as interoperability and connectivity and these are explained as follows;
Standards

Public facilities in Eldoret town studied, apart from MTRH employ a health information system, Afya care- which makes use of data standards by WHO; ICD9 and ICD 10. There is no separate dictionary used to take care of local terms and terminologies that may not be included in the WHO dictionaries. The ICD dictionary is used for all sections in the facility including both the laboratory and patient encounters. In the laboratory, the CPT system is used to record observations and results. One participant said:
“Our UG Afya care system implemented at public facilities in Uasin Gishu has ICD 10 medical terms implemented”. UG-Afya care implementation manager.
This was backed up by another interviewee who noted:

“Here at the hospital, the UG Afya care system used has ICD9 and ICD10 standards implemented in the system for collection of encounter and pharmacy data. For the case of laboratory findings, CPT   is implemented”. Health information officer.
For the case private facilities, all those sampled were using systems where no standards are implemented for data entry. They all enter their data using free text. All encounter and observation information is entered in free text.
Financing
For the case of the public facilities, all revenues generated are remitted to the county government. The county government is then responsible for planning these funds for all public facilities based on need and priority. In many cases, the facilities are not even involved in the financial planning and as such, for example; for health ICT, facilities only consume what is provided by the ICT department at the county and can only procure minor things like cabling or minor replacements. Facilities at time are so constrained that they can’t even make requisitions to make system improvements; and in case such are made, the bureaucracy that follows is so much to see processes through. 

One interviewee stated;

“At such health facilities like ours we are given very little money to run. On that we a can only buy the essential things we need to run and IT is not part of the essentials. For that we only use what we get from the county, we cannot buy our own computers or network cables or anything. We can only deal with very little things like buying a CD or a flash if it is really necessary,” Information officer, Public facility

For the case of private facilities, these generate and plan for all their finances including for the use of ICT at the facilities. Nevertheless, majority of the facilities do not have adequate allocations in their budgets dedicated towards routine improvement of their ICT to meet the needs and standards best for their population. Improvements are only made as per the needs that arise. As such, there ought to be adequate financing to for continuous evaluation of system needs and improvements so as to meet the standards to better serve the populace. They should not wait for need to arise from formal or informal policy from the county government so as for them to act.
Interoperability and Networking
The public facilities studied employ a health information management system that is inclusive of all the departments in which the system is in use including; registration, triage, consultation, pharmacy and laboratory. All these areas are packaged in a single system which is then distributed to the various work points with nodes connected to a single server. The various sections are thus connected at each facility.

According to the county IT head, all public facilities are connected to a single server located at the county to which all collected data from the various facilities is aggregated. Nevertheless, despite theoretical documentation indicating that various facilities are interconnected under this system since it is the same one used at all facilities, this is not so, as some facilities have standalone instances of the system without any interconnectedness with any other facility. Further still, the standalone systems are not connected with the central repository at the county level, data is delivered manually to the central repository and then entered manually for example, weekly summaries, monthly reports, - all these are delivered by hand in both soft and/ or hard copy to the central repository at the county as indicated by one public health officer at Huruma sub county hospital.
For the case of interoperability, theoretically, the system is supposed to be interoperable and capable of communicating with other systems but this has not been realized yet in that it cannot even communicate or connect with the DHIS2 system which is used by the ministry for monitoring and planning health service delivery. 
An interviewee said;
“Currently, this UG Afya system is not compatible with the DHIS2 system used by the MOH. Many attempts have been made and are still underway to make the two systems communicate but with little success,” Public health officer.
As for the private facilities studied, one of them theoretically had a functional system but on ground, what they had was for basic demographics and vital signs collection plus billing and finance management. At the point of care, workstations were there but these were not being put to use. Clinicians use paper to collect information, rarely entering data into the system at intervals. The rest of them had integrated health information management systems with separate modules for the different areas including pharmacy, laboratory, consultation and registration. These are all in use and are interconnected. Systems are not interoperable with any other external systems including DHIS2.
Technical expertise

All public facilities apart from MTRH did not have technical personnel readily available at the facility at all times to rectify shortcomings in case the systems breakdown. Instead, they all shared a central person located at the county who is in charge of all these standalone systems. This person therefore has days when he is at the various facilities to check on the system and rectify any problems with it at that facility. On other days in case of a problem, the technical personnel are on call. For those times, health personnel have to switch to the paper-based system for entry of health data. This data then has to later be entered into the electronic system by people in charge of records and information management – certain times failing to enter all the data but keep it in the raw paper form given that there are always new large volumes of data coming in.
One participant stated;

“We only have one IT expert responsible for overseeing all the UG Afya care implementations and their maintenance. For example, he visits our facility every Wednesday of the week to check on the functioning of the system and rectify any problems we can’t walk around.” Information Officer.
Another stated;

“You see now…….all facilities using the UG Afya care systems have one IT personnel responsible for them and he sits at the county.” Health facility in-charge
As for the major referral hospital in the region, there is a number of technical experts at the facility present at all times to handle any mishaps that may happen to the system. Network specialists, systems administrators, database managers, all are at station at all times.

Technical expertise is readily available for the case of private facilities given that their electronic health information systems are mainly developed in-house. In this case, they possess technical personnel at the facility responsible for development and maintenance of the health information systems. These are available at all times to rectify any problems that may occur to the systems. At these private facilities, some systems are outsourced and for such systems, they come with readily available support for them that is accessible on call by the facility.
Implementation strategies/roadmaps

At all the facilities studied, both private and public, there was lack of proper implementation strategies and plans for their health information systems. Systems were implemented as the need of the hour to solve specific problems and as such, there are no roadmaps and strategies in place on how to grow and improve these systems to serve other and better functionalities. In many instances, the entire systems have to be overhauled to add functionalities; most systems implemented are not modular but single packaged systems and as such they don’t have roadmaps to growth and improvement and addition of other functional modules like the syndromic surveillance module.
Policy

Personnel in public facilities were aware that there is some form of policy to govern electronic health information systems at all levels. Nevertheless, none of them could name any such policies even at their own facility’s level. As such, even at facility level, there are no elaborate policies to govern use and implementation of electronic health information systems and their data.
“I know there is some sort of policy framework governing the use of technology in the whole country, not even just Uasin Gishu. I also think the county government had a draft policy to govern us on how to use these systems but I can’t lie to you, I’m not very sure what is in those policies.”  One Health worker from a Public facility said.

Two of the private facilities studied had no elaborate policies to govern ICT management and use at the facilities; how data should be used or handled and by who. Those that had, the policy was not made clear and elaborate to the workforce as this was seen in how unaware they were about policy at their facilities in relation to ICT.

Private facility personnel in many instances had the belief that policy made at the county is meant to concern mainly the public facilities given that most of the times it is made without input for the private stakeholders. 
One interviewee stated;

“You know… most of the county policy is made for users of their UG Afya care system. Their policy is not inclusive of other systems other than UG Afya care that are used in the county.” Administrator, Private facility
As such, more collaboration and communication by the county government needs to be done for a resultant more elaborate and inclusive policy to govern facilities at all levels. Policy should be able to cover all areas including software, hardware, data, personnel and all other stakeholders. 
Collaborative implementation
Implementation of electronic health information systems is done independently. Implementation for public facilities is planned and executed by the county government. Even in such a case, very minimal to no participation is sought from all stakeholders in the requisition, acquisition and upgrade of the electronic health information systems. 
One facility in-charge noted;

“In the installation of the systems, very rarely do they consult us. Neither do we have meetings about any further things we need the system to do for us. They usually just install the systems and then come to teach us how to use them.”

 For private facilities, planning and implementation is done by the individual facilities independently. There are not any forms of partnerships in adoption and implementation between public and private facilities, even between private and private facilities. This poses complications when it comes to trying to interconnect these disparate systems in order to ensure interoperability for various purposes including referrals, data sharing and also syndromic surveillance.

Another interviewee said;

“We design and implement our system based on our need and the county does too. I have never heard or even been to any meetings to come up with a unified kind of thing to follow as we implement systems in the public as well as the private facilities” IT manager, private facility.
Infrastructure 
All facilities studied had the primary infrastructure that can facilitate syndromic surveillance in place. Facilities both private and public are well equipped with computer systems that can be strategically placed at various workstations to facilitate point of care data entry which can enable syndromic surveillance. In most facilities, clinicians had computer systems at their disposal at their workstations – at the point of care. In other instances, health personnel had mobile devices like tablets and smart phones that they could use to enter data into the health information systems at the point of care. 
All facilities had networking infrastructures in place that can enable transfer of data through the electronic health information systems from one point to another at the facility, even from one system to another at different facilities if interconnected. At public facilities, there was even tendency to have many infrastructures that were rendered redundant and not used even when there are workstations that require these infrastructures but they are not availed there not only for purposes of syndromic surveillance but also for improvement of patient care.
One personnel from the public health division in one of the public facilities stated; 

“Here in our office, we have got two computers that were placed here by the county personnel. We don’t use them though because we do not collect any patient data and they are not connected to the system though the network cables were laid even here in our office.” Public Health officer, public facility
Based on the findings of the study, the following framework of an integrated syndromic surveillance system can be implemented. This can be based on a number of open and free source software that are freely available. The system can be integrated to incorporate a number of facilities to form regional Syndromic surveillance networks; given that syndromic surveillance has increasing power with increasing amount of population health data incorporated for use in data analysis. 
The syndromic surveillance framework.

Based on the findings of the readiness assessment done on the electronic Health Information Systems at the various facilities in Eldoret town, the following syndromic surveillance was developed to facilitate syndromic surveillance implementation;
Components of the syndromic surveillance system framework
The syndromic surveillance system is composed of standards based Electronic health Record systems of health facilities as the primary sources of health data; a standards normalization or resolution platform; a HL7 message generator and routing server; a Virtual Private Network (VPN); a HL7 listener; a Bayesian text classifier; a database; a geographic information system; and a detection algorithm or engine as indicated below in  figure 2
Proposed System Architecture

Figure 2: Syndromic Surveillance System Architecture.
Adopted from The Technical Description of RODS10 (HL7, Health level 7; VPN, virtual Private Network 
Technical description of the syndromic surveillance system Framework
The framework is customized based on the system architecture of Real-time Outbreak and Disease Surveillance (RODS) System (Espino et al., 2004; Tsui et al., 2003); a free-and open source Public Health Surveillance system that uses a variety of health data sources for surveillance purposes. In this instance, the system can make use of ambulatory care data for surveillance, laboratory findings and pharmacy medicine sales as well as emergency departments information. Other entities not necessarily health facilities – for example Pharmacies and Chemists – with functional information systems can also be incorporated into the data sources in order to improve accuracy of the information available for use in syndromic surveillance. Information from these can be harnessed and also sent to the syndromic surveillance system for analysis.
The system makes use of data entered at the point of care (POC). Data entered at the point of care (chief complaint, age, gender, and other patient-level data), is normalized by the standards resolution platform (in this case OpenHIE) into a unified standard understandable by the syndromic surveillance platform and is then generated into an HL7 message (admission, discharge and transfer, ADT message). The consequent HL7 message is then transmitted to the HL7 message router of the health system-in this case “Mirth server” for the health settings of interest. Upon receipt of the HL7 message, the router deletes Protected Health Information (PHI) and transmits the message to the surveillance system over a private network. The surveillance system HL7 listener maintains the connection with the router and parses the messages. The same also occurs for pharmacy sales whereby sales (drug type and composition as coded in the data dictionary) are encoded into an HL7 RDE (Pharmacy encoded order message) message and then transmitted to the surveillance system. Similarly, laboratory results from the various laboratory management systems of the various systems should be treated as with point of care data and then transmitted to the Syndromic Surveillance system for analysis. 
The chief complaint part of the message is parsed to the Bayesian text classifier which then assigns it to its specific syndrome category. The Bayesian classifier to be used is based on the RODS classification but for certain specific fields, classification can be customized to meet the needs of the implementation environment. The classified category data is then stored in the database for use by system applications including detection algorithms – to detect changes in the occurrence of events based on preset thresholds, geographic information tools (for mapping) and User Interfaces (for visualization of the resultant analyses and results of the system). 

CHAPTER FIVE: DISCUSSION
This study was intended to understand the existing environment in  terms of how it is done and the challenges faced; understanding how ready the electronic Health Information environment is for Syndromic surveillance implementation; and based on the previous two aims develop a syndromic surveillance framework to guide implementation of syndromic surveillance in low resource settings. 

On the basis therefore, this study  highlighted on the capability of low resource settings for syndromic surveillance implementations in order to overcome problems related with rapid spread of infectious and non-infectious diseases in these settings. The Electronic Health Record system environment is still deficient in a number of ways for the implementation of syndromic surveillance as indicated as follows;  
The existing disease surveillance environment.

The surveillance system is basically grounded upon traditional surveillance approaches; these in many cases are inadequate given the untimely manner of reporting most of the time, the time lag between reporting and identification of disease given the long turnaround time of laboratory investigation and reporting, as well as inaccuracy of records. 
These findings on how disease surveillance is currently done are in line with the findings of Daniel M Sosin (Nsubuga et al., 2006; Sosin, 2003) as well as Anna M. Gard (Anna M. Gard, 2012). like this study, they pointed out that the  disease surveillance situation in low resource settings is greatly premised on physicians and clinicians as well as the support of community health workers and as such faces similar shortcomings 
Readiness for syndromic surveillance implementation. 
In terms of readiness for syndromic surveillance implementation, a number of opportunities as well as gaps and shortcomings were identified in terms of data standards, financing, technical expertise, policy, implementation strategies and roadmaps, collaborative implementation, and interoperability and connectivity. The results of the readiness assessment are in accordance with “Anatomy of implementation: the structural framework for meaningful use of EHRs”  report by the National Health Care for the Homeless Council (Anna M. Gard, 2012) as well as those of a study by Corrina et. al., 2017 (Moucheraud et al., 2017) as discussed as follows; 
Standards

The inadequate implementation of electronic health data standards observed is as a result of the way systems are implemented in many low resource settings. Very often, health information systems are implemented without much planning so as to adequately include essential requirements. The observed inadequate standards implementation is a great hindrance to the ability to implement syndromic surveillance in many facilities. This is resultant from the fact that standards are the backbone to electronic exchange of information between different entities in the health service provision industry (Park, 2014; Bresnick, 2015); which exchange of information is in turn the basis for any forms of electronic disease surveillance (Garcia et al., 2017).
In the ongoing age of implementation of electronic health systems, data and information standards are very essential not only for syntactic interoperability but also semantic interoperability of systems (Park, 2014). They are a major consideration for both intersystem and inter-organization communication for better and improved healthcare service provision. To enable improved functionalities to electronic health information systems, a number of standards should be implemented including terminology standards, communication (data interchange) standards and knowledge representation standards (AHIMA-work-Group, 2013; Fenton, Giannangelo, Kallem, & Scichilone, 2007).  Many of these standards are already in existence and are freely accessible for implementation in healthcare systems, for example LOINC – for lab purposes, ICD9/10 – for encounters, HL7 – for data exchange, Arden syntax – for knowledge representation in decision support, and many others. For cases where existing standards may be deemed inadequate for low resource settings, it would be pertinent for stakeholders to come together and develop agreeable standards that can be implemented and can be mapped to other universally existing standards already developed in order to achieve cohesive information and knowledge presentation.

Financing 
Financing forms one of the pillars that determine success or failure of implementations and projects in healthcare service provision. In the implementation of health IT, financing should not be only limited to the initial investment into the requisition, acquisition and implementation of the systems but also stretched to ensuring continued running of those systems, systems research, maintenance and improvements in functionality and infrastructure (Sittig & Singh, 2011).
The observed pitfalls in health information systems financing are mainly due to the way health care programs are planned and prioritized. Electronic healthcare financing is still inadequate or generally lacking in low resource settings (Syzdykova, Malta, Zolfo, Diro, & Oliveira, 2017) owing to the low budgetary allocation to health in these settings (Borketey, 2017) as well as the nature of how health IT implementations are adopted and executed. In many cases financing is limited to the initial investment and then ceased or reduced drastically when it comes to post implementation support and improvement. This makes implemented systems stagnant and unable to accommodate improvements that can further improve health service provision. For that matter, systems are in many cases limited to the collection of primary patient data and billing; hence the observed trends where implementation of these systems in low resource settings has not directly translated into improved quality of service or even improved health outcomes

Given that electronic information systems keep on changing and evolving at a rapid rate, there is always need to keep at per with the changing trends of such systems in the health sector. At the same time, health information systems’ functions also keep evolving and many more emerging. The health service industry thus needs to have adequate financing to keep at per with the changes – syndromic surveillance being one of those of great importance.
Interoperability and Networking
As observed  by Patrick Kierkegaard, 2015 in Denmark where regional EHR systems were implemented (Kierkegaard, 2015), all the public facilities studied in Eldoret implemented the same Health Information systems throughout; this solved the probable problem with interoperability among public facilities. Nevertheless, there still is a problem since the systems are not yet interconnected as envisioned and thus systems are rendered large silos of data that cannot communicate with each other to make data more usable for the betterment of population health. Additionally, the implemented systems at the public facilities cannot interoperate with other disparate systems not similar to them. For example, they cannot communicate with DHIS2 – the main health data and information aggregation system used by the Kenyan ministry of health for health services monitoring and planning (karuri josephine, waiganjo Peter wagacha, ochieng dan orwa, 2014). This is mainly due to the fact that these systems are not adequately standards based. Only a few standards are implemented and these are not adequate to facilitate interoperability with other systems. This poses a great problem to the usability of the collected data for planning of health services provision owing to possible problems with the quality of the data collected and aggregated given its manually transferred to DHIS2.

On the other hand, private facilities have disparate systems implemented and these are not interoperable or even interconnected to any other external systems. They are thus large stores of data that are incapable of being used for syndromic surveillance implementations or any population health related interventions. Failure of interoperability is mainly due to lack of standards in the implemented systems (Luna, Almerares, Mayan, González Bernaldo de Quirós, & Otero, 2014). This makes it impossible for these systems to communicate with other non-standards based and also standards-based systems. Usability of the data therein these systems beyond summaries – both in public and private facilities – can only be leveraged through implementing means through which these systems can be able to communicate with other disparate systems and then ensuring interconnectivity between these disparate systems and even with other systems with which they are similar. This can facilitate population-based analyses and collations. The lack of interoperability and institutionalized data sharing mechanisms in low resource settings is a great hindrance to use of data collected in the various systems beyond the points at which it is generated as observed in study by Nabyonga-Orem (Nabyonga-Orem, 2017).
Technical expertise

Technical expertise was observed to be lacking or even inadequate at various facilities to handle ICT at the facilities in case of systems failures. For the case of private facilities that mainly relied on support from information system developers and suppliers, support was in many cases inadequate or not as timely as would be required for health information systems that – like banking systems – are in use almost all the time. This greatly affects activities at the facilities that require accurate and timely reporting as is the case with syndromic surveillance that requires real-time or near to real-time reporting of data (Kelly, J, 2006; Mandl et al., 2004).  The observed inadequacy of technical expertise is partly due to the shortage of experts with sufficient experience in health information systems – the healthcare environment is very complex and robust; with ever evolving needs which tend to be hard to keep up with for many. On the other hand, inadequate financing also fuels the failure to achieve the required staffing in terms of the required technical expertise as indicated by the Nashville Health care Council (Nashville-council, 2011.) and Rasouli et al., 2012 (Rasouli, Serafini, Berger, & Buchanan, 2012).
For seamless syndromic surveillance implementation, downtime of systems has to be limited to a very minimum to ensure continuous flow of data and information to other functions in the health services provision chain that make use of those data and information for continued improvement of services and healthcare outcomes. Thus, there is need to always have adequate technical expertise readily available when needed for maintenance and monitoring of Health Information Systems to ensure that they are functional at all times as needed by the health workforce.
Implementation strategies and Roadmaps
Lack of implementation strategies and roadmaps is as a result of the way systems are adopted. Electronic health information systems are adopted and implemented so as to serve a specific purpose. For this matter, systems don’t have planned roadmaps for improvement. The absence of strategies and roadmaps indicates lack of direction for the implemented electronic health systems. Due to the ever advancing uses of ICT in the health setting, implementations ought to have strategies and roadmaps to the systems’ future (Were & Meslin, 2011).
Electronic health information systems cannot be implemented with all the desired functionalities present. Functionalities keep evolving and even new ones emerging (Tripathi & Micky, 2012). For that reason, there needs to be laid out strategies on how new functionalities can be added and even old ones improved. Further still, a plan should be in place of what functionalities need to be added to the system in future. This can be done through continued research on what functionalities are important to add to the system in order to improve quality of healthcare provision. In doing so, planners of Health IT implementations can be able to acknowledge the importance of syndromic surveillance functionalities and include these on the roadmaps of their systems as one of the primary components needed in order to improve population and public health.
Policy
Policy has multiple impacts on the implementation of health Information technology and how it is gradually improved to serve the populace better through the improvement of the general health service provision (Syzdykova et al., 2017; Were & Meslin, 2011).  Of main importance, the enactment of policy that advances the implementation and improvement of health IT in all facilities at all levels. For example, the policy that primary health data of any form should not leave the facility where it is generated unless with authorization from the MOH or such authority; this hampers implementation of interventions like syndromic surveillance which make use of transfer of this data securely from different facilities to a single database where it can be analyzed.

The inadequate knowledge of users about the existing policy framework is in many cases due to the minimal inclusion of these users in development of such policy framework and also due to failure to continuously educate users about the existing policies that govern use of the technologies employed at their facilities they work with as indicated in a study by Otaniemi and Okunhon (Okunhon & Otaniemi, 2016).
Policy should also be adequately inclusive and exhaustive. In this case, policy should be made that not only covers certain entities and not others; this should also be communicated to all entities. Additionally, policy should also make an effort to cover all gaps existing that should be covered in order to ensure adequate health service provision for the entire populace without any form of discrimination. In this, it should be able to define the basic components to be observed for any Health information system to be implemented. At the least, standards should be considered, interoperability concerns catered for, adequate technical, adequate expertise also put in place (Luna et al., 2014).
Collaborative implementation and workforce competences
The separate adoption and implementation of electronic health information systems renders them un-interoperable and unintegrated due to the fact that development, adoption and implementation of these systems is done separately by the individual entities (Were & Meslin, 2011). No similar backbone framework is used as the basis for development and implementation. This thus renders data sharing from these systems impossible for the various purposes – including for general syndromic surveillance.
Collaborative implementation requires stakeholders to work together before, during and after the adoption and implementation of electronic systems (Were & Meslin, 2011). Such form of implementation maximizes the systems’ value and also the discovery of additional requirements and shortcomings to the system. It harmonizes requirements and implementations for health systems as well as cutting costs related to development and implementation that could be incurred if the different stakeholders were to execute their projects individually; which systems would also in turn become isolated systems owing to interoperability and standards concerns.

Partnerships can be  sought in the form of public – private partnerships in which the county government should work together with private facilities to harmonize implementation and private – private partnerships in which private facilities can also come together to harmonize their implementations and then linkup with the government facilities after. These partnerships can go further to the level of pooling data at a lower cost and using this data to improve health care provision through general population monitoring and consequently syndromic disease surveillance. 

Partnerships can leverage and also synchronize the implementation of standards and in cases where standards are inadequate, agreeable terms with all stakeholders can be reached on what should be used. This makes interoperability achievable and thus data easily usable for population base analyses – including syndromic surveillance.
Infrastructure 

Availability of adequate infrastructure greatly affects the ability to implement programs. The same applies for the implementation and use of electronic health information systems in the healthcare and health service provision industry (Samuel, 2014). Availability of adequate infrastructure in public facilities is due to the devolution policy in which counties are responsible for management of health service provision. This saw Uasin Gishu County adopt UG Afya care electronic system and for this, proper initial budgetary planning was done hence the establishment of the observed adequate infrastructure. In Eldoret town, the observed presence of infrastructure in the form of workstations, networking devices and others, offers the opportunity for implementation of adequate electronic health information services. This coupled with the nice specifications of the infrastructure present – including advanced processing power, large band width – offers the opportunity to improve implementation and use of electronic systems in health service provision. 

Nevertheless, possession of infrastructure does not translate into use most especially if this infrastructure is not put in use the way it is supposed to be in order to facilitate service provision by the health care service provision workforce (Luna et al., 2014). For that matter, all the present infrastructure needs to be rightly put to use as desired for health service provision and thus improve quality of care provided. Desired software needs to be installed on the workstations; networking infrastructure be used to interconnect the available devices and these be placed at the right positions in the workflow and users trained on how to use them in their service provision. 
The syndromic surveillance framework
The syndromic surveillance framework purposes to address challenges with existing surveillance frameworks used in low resource settings. Particular emphasis is addressed towards bridging the shortcomings  existing with  the IDSR framework which is; Labour intensive, Low on Timeliness, as well as Low on Data accuracy.
CHAPTER SIX: CONCLUSIONS AND RECOMMNDATIONS

Conclusions

Syndromic surveillance is a key step in closing the gap existing in the disease surveillance situation in low resource settings through continuous monitoring of general population health using data that is collected by the various health facilities in these settings. With the ongoing implementation of electronic health information systems, client-level health care data from various sections of the health sector can be pooled into one centralized information system that can be used to analyze it and make sense of the pooled information in terms of monitoring the health of the general population in terms of spread of disease – both communicable and non-communicable. This can also help in timely planning of interventions for effective and timely containment of adverse events even before they happen or even spread to hard-to-manageable levels – such as disease outbreaks and epidemics. 
For the case of low resource settings, the implementation of these syndromic surveillance systems cannot be effected until a number of considerations are put in place – including  adequate policy, data standards implementation, training of users as well as technical expertise – so as to enable these systems fit seamlessly in these settings and also work effectively and efficiently towards improving  surveillance and curbing the rampant outbreaks of communicable disease that greatly affect the populations in such settings
Its on this basis that this study set out to understand how disease surveillance is done currently in low resource settings; assess how ready the electronic Health Record System environment is for implementation of syndromic surveillance and based on the first findings develop a syndromic surveillance framework for implementation of syndromic surveillance in low resource settings.
The findings of this study thus provide a backbone of what needs to be put in place and also the opportunities in place for the implementation of functional Electronic health record-based syndromic surveillance systems. Such surveillance systems have increased capability to improve surveillance investigation and response while discovering the limitations and advantages that come with these implementations; and how best they can be improved upon to achieve the best use out of them.
It is of great worth to note that though syndromic surveillance systems can improve the disease surveillance situation in low resource settings, they cannot entirely replace the traditional disease surveillance systems. Rather, they supplement on traditional means to improve disease surveillance outcomes and effectively and efficiently manage communicable disease outbreaks and epidemics which up until now still pose a great threat to the livelihoods and health of people in these resource constrained settings.
Recommendations
Based on the findings of this study a number of short term as well as long term recommendations can be implemented by the various stakeholders so as to improve the surveillance environment and these include;
Short term recommendations;

The county government needs to avail better tools and technologies to the public health department to improve data collection and transmission activities by community health workers in order to improve accuracy as well as timeliness of reporting. Such tools and facilities may include provision of smart phones, development of data entry and data collection tools that are standardized for smart phones like forms with validation.
Policy makers need to come together and develop a comprehensive policy to govern adoption, development as well as implementation of electronic health record systems in Eldoret town. Policy development strategies need to involve all stakeholders from both the private and public sector and also needs to be collaborative.

In order to curb the shortcomings associated with inadequate technical expertise and shortage on financing, free source and opensource systems should be implemented by the various facilities because currently, open source software development projects offer a  vast number of advantages they hold over proprietary implementations – such as; free community support for development, deployment and maintenance, offer a wide variety of deployment environs, vast functionalities and so many more (Syzdykova et al., 2017; Were et al., 2014).
Long-term recommendation

All facilities need to standardize their electronic Health Record Systems to regional or nationally recognized standards so as to ease data sharing and thus render their systems usable for surveillance purposes.
The county government needs to come up with e-health strategies as well as policies emphasizing use of electronic Health Record Systems for improvement of population Health through implementation of syndromic surveillance.

All health care service providers and stakeholders need to come into agreement and develop a regional syndromic surveillance system located at a centralized location with intention of monitoring population health for the whole region serviced by the existing facilities as well as the largest referral hospital in the region.
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APPENDICES
I. CONSENT FORM
A Framework for Implementation of Syndromic Surveillance in Low Resource Settings: A Case Study of Eldoret Town

You are invited to participate in a research study about “A Framework For Implementation Of Syndromic Surveillance In Low Resource Settings: A Case Study Of Eldoret Town” This study is being conducted by Mr. Kabuye Isaac from Moi University, Institute of Biomedical informatics as part of a Graduate project dissertation.

There are no known risks if you decide to participate in this research study. There are no costs to you for participating in this study. The information you provide will be used to improve Public Health Disease Surveillance. The interview will take about 10 minutes to complete. The information collected may not benefit you directly but lessons learnt will provide more general benefits.

This study is anonymous so, your name will not be required for the survey. Nobody will be able to identify you to your responses and no one will know whether or not you participated in the study and should the data be published, no individual information about you will be disclosed unless with permission from you.

Your participation in this study is voluntary and by completing the survey, you are voluntarily agreeing to participate. You are free to decline to answer any particular question you do not wish to answer for any particular reason though it will greatly be appreciated if you complete the survey.

I………………………………………………………………………………acknowledge that I have fully understood the purpose of this study and I therefore voluntarily undertake to be part of it.

Signature/Thumb print

…………………………………………………..

If you have any queries as regards this study, please contact
Mr. Kabuye Isaac

Tel no.: +256700941738, +254790162696                            

E-mail:Kabuye_isaac@yahoo.com/    goldentalutex@gmail.com 
IREC OFFICE

ROOM 219, MTRH BUILDING

P.O BOX, ELDORET

Tel no.:  0787723677

E-mail:irecmtrh@gmail.com

II. INTERVIEW GUIDE

(Adapted from; Protocol for the Assessment of National Communicable Disease Surveillance and Response Systems WHO/CDS/CSR/ISR/2001.2)

1. To assess the current disease surveillance approaches used by the various facilities, where applicable, and the challenges faced
a. Is there a department in charge of disease surveillance? How is disease surveillance done? Does department have a dedicated budget? (probe further….what is the budgetary allocation like?)
b. What is the frequency of data collection for disease surveillance and frequency of analysis of the collected data? (How often is data collected and reported?)
c. How often are disease surveillance reports generated from the analyzed data?

d. What is the frequency of reporting to the centralized Public Health disease surveillance department? (E.g. at the county, or ministry of health?)
e. What is the average time-lag between identification of potential threats, reporting and investigation? (being sure that the suspected disease is really the one and doing contact tracing)
f. What challenges do you face when carrying out disease surveillance? (technology, finance, human resource, policy, etc.)
g. What are some of the suggestions you would propose in order to improve disease surveillance in terms of efficiency and effectiveness?

2. To assess the readiness of the implemented health information systems at the facilities for syndromic surveillance activities
a. Do you know, or have u ever heard any information about Syndromic Disease surveillance? (What do u know about it?) 
b. Any knowledge about electronic health information data standards? (Standard ways of entering health data and transmitting it, e.g. data dictionaries for medical terms like pathogens, signs and symptoms, etc.)
i. (If yes, have you ever used or interfaced with any? which ones are you conversant with (examples)?  Do you use any of those listed in data handling here?)

ii. (If not, what system do you use to enter data –coding system, terminology, dictionary selections…or free text sentences?) 

c. How many electronic Health Information Systems do you operate at the facility…e.g. lab, pharmacy registration, consultation...? Do these all integrate with each other? (Are they connected to each other in that information moves from one to another automatically?)

d. Does the System at the facility connect with any other external systems for example connection to DHIS2 for automated reporting, connection to other health facilities for referrals, etc.? 
e. Does the facility have on-site dedicated technical people primarily responsible for maintenance and management of the electronic Health Information System? (Just in case the system breaks down or to offer support if users find problems using it.)
f. How are costs related to transmission of health-related data to secondary stakeholders external to the facility handled, if any? (who bears the cost for example for; Referrals, reports to the county, reports to DHIS2)
g. Are you aware of any policies governing implementation of electronic Health Information Systems in Kenya? National, regional, county, or even locally? Or any general health policies that affect the use of electronic systems in health.
h. Does the facility have a planned dedicated budget towards improvement of electronic health information system use at the facility? If yes, what systemic improvements (Improvements to the system) have been focused upon in the past six months? 

Health information technology implementation (syndromic surveillance)








